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Abstract Diffie-Hellmankey agreemenprotocol[20] implementationbavebeen
plaguedby serioussecurityflaws. The attackscanbevery subtleand,moreoften
thannot, have notbeentakeninto accounby protocoldesignersln thissummary
wediscusdoththeoreticahttacksaginsttheDiffie-Hellmankey agreemenpro-
tocol andattacksbasedonimplementatiordetails. It is hopedthatcomputerse-
curity practitionerswill obtainenoughinformationto build anddesignsecureand
efficient versionsof this classickey agreemenprotocol.

1 Intr oduction

In their landmark1976paper‘New Directionsin Cryptograply”[20], Diffie andHell-
manpresenta securekey agreemenprotocolthatcanbe carriedout over public com-
municationchannelsTheir protocolis still widely usedto this day:

Eventhoughthe protocolseemgyuitesimple,it canbevulnerableto certainattacks.
As with mary cryptographigrotocolstheDiffie-Hellmankey agreemenprotocol(DH
protocol) hassubtle problemsthat cryptographersiave taken mary yearsto discover.
This vulnerability is compoundedy the fact that programmeroften do not have a
properunderstandingf the securityissues.In fact, bad implementationof crypto-
graphicprotocolsare,unfortunatelycommon[2].

In thiswork, we attemptto give acomprehensk listing of attacksonthe DH proto-
col. This listing will, in turn, allow usto motivateprotocoldesigndecisionsNote that
throughoutthis presentatioremphasidgs placedon practice.After readingthis paper
onemight not have anextremelydetailedunderstandingf previouswork andtheoret-
ical problems but shouldhave a very goodideaabouthow to securelyimplementthe
DH protocolin differentsettings.

1.1 RelatedWork

As mentionedpreviously, flaws in cryptographigorotocolsarenot uncommonHence,
the problemhasreceved someattentionfrom the cryptograply community;hereare
themostimportantapproachethathave beenproposed:

1. Theuseof verificationlogicssuchasBAN [15] to prove protocolproperties.
2. Veryhighlevel programmindanguagesn which securitypropertiesanbe proved
mechanically(i.e. by computers]1].



3. Completeproofsof security[7, 6].
4. Theuseof robustnesgrinciples,i.e. rulesof thumb,protocoldesignprinciples|3].

The biggestproblemwith the first approachs that encryptionprimitives are dis-
sociatedfrom the verificationlogics which implies that they do not provide complete
proofs of security[6]. As an exampleof this problemone just needsto look at the
problemof encryptionandsignatureordering:mostverificationlogicsdo notcomplain
whenmessageare encryptedbeforebeingsignedwhich possiblyresultsin a security
vulnerability[3].

The secondapproachseemsgpromisinghowever the bestknown proof mechaniza-
tion techniquesare not efficient enoughandonly a few cryptographigprimitives have
beenincludedin themodel.

The third suggestions the most powerful. The main problemis that the proofs
aresomeavhatinvolved andproving the correctnessf complex protocolsseemguite
difficult. Note alsothatit is not entirely obvious that the claimsthat are proved are
adequate.

The robustnessrinciplesare usefulin thatthey canhelpin preventingcommon
errors.However, it is hardto exhaustvely list all importantrobustnesgrinciples,andso
usingtheseprinciplesdoesnotgive uspeaceof mindasthereareno securityguarantees.
Furthermore the protocol designermust be comfortableand competentin verifying
securitypropertiesFor examplePrinciple3 of [3], which states

Be carefulwhensigningor decryptingdatathatyounever let yourselfbe used
asanoracle

might notbeunderstoody individualsthatdo not have a backgroundn cryptograph.

The mostimportantproblemwith all of the above approachess thatlow level im-
plementatiorissuesarenot spelledout. Hence unlessonehasa solid graspof all of the
technicaldetails,it is very easyto make low-level implementatiorerrorsanddifficult
to delug code.Also noticethatnoneof theseapproachedealwith problemsspecificto
thecryptographigrimitivesused.

Many standardéiave beendevelopedfor the DH protocol(seeAppendixA), unfor-
tunatelynonedescribgheissuesandattacksn detail. More importantly nonemotivate
the designdecisions.In [8], work hasbeendoneto characterizehe security of the
DH protocolsintroducedin variousstandardsut not muchis discusseaboutknown
attacksand implementatiordetailsareignored.Our work canbe considerechs com-
plementaryto that of [8], describingand studyingthe mostimportanttheoreticaland
practicalissuesandconsideringmplementatiordetails.

1.2 Overview

Section2 presentsa mathematicabackgroundf the basicsneededo understandhe
DH protocolandthe typesof attacksit is vulnerableto. In section3 we give attacks
which are basedon mathematicatricks. Authenticationis discussedn section4. In
section5 we discussattackson DH that exploit implementationdetails.In section6,
we exposesomesubtletiesthat appeamwhen using the DH sharedsecretto obtaina
key which canbe usedin othercryptographicoperationsThe informationacquiredin



sections3, 4, 5 and 6 is usedto presenimplementationguidelinesin section?7. The
conclusioncanbefoundin section8.

2 The Diffie-Hellman Key AgreementProtocol

The DH key agreemenprotocol allows two users referredto asAlice (A) and Bob
(B), to obtaina sharedsecretkey over a public communicatiorchannel An attacler,
eavesdoppingatthemessagesentby both Alice andBobwill notbeableto determine
whatthe sharedsecretkey is. This is an extremelyuseful primitive becausehe shared
secretcanbe usedto generatea secretsessiorkey that can be usedwith symmetric
crypto-systems(e.g.DES)or messagauthenticatiomodegMAC). We now give some
basicnotionsfrom mathematicshatareneededo understandhe protocol.

2.1 Mathematical Background

The computationsequiredin the DH protocolarecarriedoutin agroup.

Groups A group(G, ) consistof asetG andabinaryoperationk thattakeselements
of G asinputs.x hasthefollowing properties:

1. (associatiity) ax (bxc) = (axb)xc,foralla,b,c € G.

2. (identity element)Thereis an elementl € @G, called the identity, that hasthe
propertythatl xa =ax1 =a,foralla € G.

3. (inverseelement)For eacha € G, thereexists a valuedenotedoy o~ ! suchthat
axa l=atlxa=1.

An Abeliangroupis a grouphaving the following additionalproperty:
4. (commutatiity) a xb = bxa forall a,b € G.

For finite groups(G finite), theorderof agroupis definedasthe cardinality(size)of G.
Theorder of anelementa of afinite group@G is definedto bethe smallestvaluet such
thata® :=axax...xa = 1.
N————
t

Cyclic Groups A cyclic groupis a groupthat hasthe propertythat there exists an
elementg suchthatall elementsin G canbe expressedas g¢ (for differentis). If g
generatesll elementsof the group (G, ), g is a generatorand we sayit generates
(G, x). Notethatthe orderof ageneratog equalstheorderof thegroupit generates.

Subgroups We saythatG' is asubgroupof G if (G, x) formsagroupand(G’' C G).
If Gis afinite group,thenthe orderof a subgroupG’ will alwaysdivide theorderof G
(Lagrange’s theoem seefor example[28]).

! for anintroductionto cryptograply see[50].



Examplesof Groups Groupstypically usedfor DH protocolsarethesetZ; with mul-
tiplication modulop wherep is prime, the multiplicative group of the field® Fy» and
the additive group formed by a collection of points definedby an elliptic curve over
a finite field. Thesegroupsall have the propertythat exponentiatingis computation-
ally inexpensve andthat computingdiscretelogs is/seemshard (i.e. computationally
intractable).

In theremaindeof thiswork, wewill takethegroupto bethesetZ; = {1,2,...,p—
1} with multiplication modulop (p prime) andall operationswill be taken over this
group(g¥ will standfor g¥ mod p, for example).Small variationson mary of the at-
tacksof the following sectionscan be easily mountedon DH implementationaising
othergroups.Note thatwe will alusethe notationa bit by usingZ; whenreferringto
thegroupcomposef the setZ, with multiplicationmodulop.

2.2 The Core DH Protocol

Alice (A) andBob (B) first agreeon a large prime numberp andanelementg ( 2 <
g < p — 2) thatgenerates (cyclic) subgoup of large order Thesevaluesareusually
determineda-priori, and are usedfor mary protocol runs (e.g.they could be public
parametershateverybodyuses).Therestof the protocolgoesasfollows:

1. A choosesnumber z, atrandomfrom theset{1,...,p — 2}. And B choosey
randomlyfrom the sameset.

2. Asendg® to B andB sendg? to A.

3. The sharedsecretkey is K = ¢g*¥. A, knowing z and g¥, can easily calculate
(g¥)* = g*¥. B candeterminethe secretkey in a similar mannerby computing
(g°)".

z andy arereferredto astheprivatekeys, g* andg? arereferredto asthepublickeys
andg®¥ is calledthe shared DH) secretkey. Whenthe secretkeys areusedonly once
we call this anephemeraDH secretkey agreementWe assumehat an eavesdropper
having accesdo the public valuescannotcalculatethe sharedsecretkey, thisis called
the Diffie-HellmanassumptionThe Diffie-Hellmanassumptioris somavhatrelatedto
the DiscretelLog assumptiomwhich stateghatgivenageneratoy of Z; andanelement
B of Zj, it is infeasibleto computez suchthatg® = 3 in Z;. Therelationstirs from
the fact that if we can computediscretelogs efficiently, we can efficiently compute
g®y givenonly g, g® andg¥ andthusinvalidatethe Diffie-Hellmanassumptionbut the
conversein notknown to betrue.

2.3 Half-Certified Diffie-Hellman (or Elgamal Key agreementprotocol)

This is a very importantand useful varianton the Diffie-Hellmanprotocol discussed
above.Firstintroducedn [22], the protocolis almostexactly the sameasthe basicone

exceptthat a user(Bob) publisheshis public key (g¥). The public key (¢¥) remains
constantor large periodsof time andis usedby everyonewishingto setup a shared

2 seefor example[28] for a definition of field aswell asanoverallintroductionto algebra.



secrekey with Bob. Notethatthe public key shouldbeauthenticateéh someway (e.g.
by Bob'’s signature) This mechanisnis especiallyusefulfor secureanorymousclient
connectiond

2.4 Attacks
Attacksagainstthe DH protocolcomein afew flavors:

— Denial of sewvice Attacks: Here,the attacler will try to stopAlice andBob from
successfullycarrying out the protocol. The attacler canaccomplishthis in mary
ways,for exampleby deletingthe messagethatAlice andBob sendto eachother
or by overwhelmingthe partieswith unnecessargomputatioror communication.

— Outsider Attacks: Theattaclertriesto disrupttheprotocol(by for exampleadding,
remaoving, replayingmessagesjothathe getssomeinterestingknowledge(i.e. in-
formationhe could not have gottenby justlooking atthe public values).

— Insider Attacks: It is possiblethatoneof the participantsn aDH protocolcreates
a breakableprotocol run on purposein orderto try to gain knowledgeaboutthe
secretkey of his peer This is animportantattackif oneof the participantsholds
a static secretkey thatis usedin mary key agreemenprotocol runs. Note that
malicioussoftwarecould be very successfuin mountingthis attack.

The plausibility of theseattacksdependsn what assumptionsve make aboutthe
adwersary For example,if the adwersarycanremove andreplaceary messagdrom
thepubliccommunicatiorchannelthe denialof serviceattackis impossibleto prevent.
Fortunatelyit seemgshatcompletebreakqoutsiderattacksn whichtheattaclerobtains
thesharedsecrekey) andinsiderattackscanbe preventedin mary setting$.

2.5 Man in the Middle Attacks

An active attacler (Oscar) capableof removing andaddingmessagesaneasilybreak
the core DH protocolpresentedbore. By interceptingg” andg¥ andreplacingthem
with =’ andg¥’ respectiely, Oscar(®) canfool Alice andBobinto thinking thatthey
sharea secretkey. In fact, Alice will think that the secretkey is g®¥" and Bob will

believe thatit is g*'¥. This is amanin the middleattack[47].

As an exampleof what canbe donewith suchan attack,considerthe casewhere
Alice andBob usea sharedsecretkey obtainedin a DH protocol for symmetricen-
cryption. Supposélice sendsamessagen to Bob andthat ENCk (z) representshe
symmetricencryption(e.g.DES)of z usingthe secretkey K.

1. AsendsENC ., (m).

2. O interceptsENC,.,» (m) anddecryptsit (which hecando sinceheknows g*v).

3. O replaceghismessagaiith ENC,.+, (m') whichhesenddo B. Notethatm' can
besetto ary message.

Theencryptionschemas thusclearlycompromisec@smessag@rivagy is violated.
In the next sectionwe studyattacksthatcanbe mountedby alesspowerful adwersary
3 this schemds sometimesalledHalf StaticDiffie-Hellman(becausenesecrety, is static).

4 in practiceit is mucheasierto insertpacletsthanit is to deletethem.In ary casewe consider
all attacksin orderto derive a DH protocolthatis securen all practicalsettings.



3 Attacks Basedon Number Theory

The previousmanin the middle attack,althoughit completelybreaksthe protocol,re-
quiresOscarto bevery powerful. For example,if thesecrekeysareusedn conjunction
with MACs, Oscarneedgo interceptandmodify eachauthenticateadnessagén order
to preventAlice andBob from detectingthattheir keys arenotidentical.ln someof the
following subsectionsAlice andBob have the samesecretkey (which Oscarknows).
Thus,Oscaronly needsto be active during the DH protocol, afterwardshe canbreak
the protocolsusingthe sharedsecretkey wheneer hewants.

3.1 DegenerateMessageAttacks

Therearedegenerateasesn which the protocoldoesnot work (i.e. it canbe broken).
For examplewhen g® or g¥ equalsone,the sharedsecretkey becomesl. Sincethe
communicationchannelis public anybody can detectthis anomaly Fortunately this
situationis impossiblein a properly carriedout protocolrun becauséothz andy are
choserfrom {1, ..., p—2} °. However, aninsiderattackis possibleandsoDH protocol
participantshouldmale surethattheir key agreemenpeerdoesnotsendg® = 1.

Simple Exponents If oneof £ andy canbe easily determinedthe protocol canbe
broken. For example,if z equalsl theng® = g which ary obserant attacler will

be able to detect.It is very hardto determinewhereto drav the line here,that is,
determiningfor which valuesof ¢¢, i is hardto determine sincethis dependsentirely
on the stratgy of the attacler. Any setof 4 valuescould be vulnerable dependingon
which valuesof g* areprecomputedwherethe searchstarts,andhow it proceedsin
ary casejt seemssery reasonabléo insistthatz andy notequall.

Simple Substitution Attacks Thefollowing attackis veryinterestingasit is extremely
easyto mountandnormally would not comeup in theoreticalproofsof security The
attacler canforcethe secretkey to bean“impossible”value.If the DH protocolwould
only beexecutedby sentienbeingsthiswould notbeinterestingastheanomaliesvould
be easilydetectedHoweverin practiceDH protocolsarecarriedout by computersand
carelessmplementationsnight not spotthefollowing attack.

1. O intercepty® andg¥ andreplacegshemwith 1.
2. Both A andB computethe samesharedsecretkey which equalsone.

If thecomputeprogramdoesnotrealizethatg®, g¥ andg®¥ cannotequall, thepro-
tocolis vulnerable Notethatthe sameargumentholdsfor valuesof theform g (»—1)-=
or g (P=1)'¥ wherea > 1, because&computemightnotrealizethatthesevalueshave
notbeencomputednodulop eventhoughthatthey arelarge.(They equall modulop).
Soit is safepracticeto alwaysverify that g* andg¥ arepositive integerssmallerthan
p — 1 andgreaterthanl.

Thefollowing attacksdelve a bit deepeiinto computationahumbertheory

%if gisageneratoof Z%, ¢° = 1mod piff z = Omod p — 1.



3.2 Generatorsof Arbitrary Order and the Pohlig-Hellman Algorithm

The Pohlig-Hellmanalgorithm[45] allows oneto efficiently computethe discretelog
of ¢g* if the prime factorizationof g's orderconsistsof small primes.Precisely given
that the order of a group hasthe following prime factorization p;*p5? - ... - ptr, the
Pohlig-Hellmaralgorithm’s computationatompleity is O(Y";_; e;(lg(n) ++/p:)). A
secureDH implementatiormustmale this algorithmimpractical.A simplesolutionis
to choosea prime p suchthatp — 1 containslarge factors.Safeprimes,primesof the
formp = Rq + 1 (whereR is somesmall positive valueandq is alarge prime), and
Lim-Lee primes[36] which have theform p = 2¢; - ... - g, + 1 (wherethe ¢;s are
all large primes)satisfythis property (Remembethatthe orderof any subgroupwill

dividep — 1, i.e.theorderof Z; .)

3.3 Attacks Basedon CompositeOrder Subgroups

Theattacler canexploit subgroupghatdo nothave large primeorder[51]. Thisis best
illustratedby anexample.Supposeilice andBob choosea primep = 2q + 1, where
g is prime, anda generatorg of orderp — 1 = 2q. Oscarcaninterceptthe messages
g® andg¥ andexponentiatehemby q. (He will replaceg® by ¢*? andg? by g¥4.) The
secrekey will be g*¥? which allows Oscatrto find this valueby exhaustve searchThis
is doneby notingthatthe orderof g7 = g"T_l is® 2 which implies thatthe secretkey
canonly take oneof two values!Hence,Oscarcanusea bruteforce search(only two
elementdo try) in orderto determinewhatthe sharedsecretkey is; for example,when
Alice andBob useit for symmetricencryption.

More generally this attackcanbe easilymountedon primesof theform p = Rq +
1 (R small), the only differencebeingthat thereare R possiblevaluesto try in the
exhaustve search.

Thelessonto be learnedfrom this attackis thatwe shouldchoosea g thatgener
atesa large prime ordersubgoup or at the very leastmalke surethat compositeorder
subgroupsrenotvulnerable(e.g.theorders prime numberfactorizationcontainsonly
large primes).Note that an attackof this typeis part of the motivation for usingDSA
insteadof Elgamalsignaturesln essenc®SA is animmunizedversionof Elgamal[4].

Noticethataninsiderattackcanbe mountedusingthis trick. Alice simply chooses
z to equalg. In this case gvenauthenticatiormechanismgannotprotectBob.

3.4 Pollard Lambda Algorithm

ThePollardLambdamethod[46] enablesneto computez giveng?, whenz is knovn
to bein a certainintenal [b,b 4 w] in time O(w*/2). This is an extremely relevant
attackto considerwhenwe want to limit the exponentrangeto improve efficiengy.
For example,whenz,y < 2V < p the attacker cancomputez andy (given g* and
g¥) in O(V2N) = 0(2"/?). Hence,if we wantthe attacler to executeat least(2)
operation$, z andy needto have be chosenuniformly at randomin an interval of

p—1 p-1

8 the subgroupgeneratedby ¢“7 is {g"7" = p—1,(¢g"7 ) = 1}.
" Assumingthatthe PollardLambdatechniques the bestmethodin this situation.



size2%N ., (Choosingz andb to be uniformly random2N bit integerssatisfieshis last
requirement.)Ve notethatthis attackhasnot beenimprovedin along time andmary
cryptographerseel thatit is improbablethatthe stateof the art for this kind of attack
will change(this is a useful obsenation when choosingkey sizes).Also remarkthat
this attackcanbe mountedon subgroup®f smallorder

3.5 The Number Field Sieve Algorithm

It is obviously importantto choosea group(i.e. p) large enoughsothatthe bestknown

algorithmsfor computingdiscretdogsareintractable Thestateof theartindex calculus
basedmethodsfor computingdiscretelogs (humberfield sieves) have beensteadily
improving® over the yearsandsoit is harderto gaugehow large p shouldbe for long

term security In [41], Odlyzko proposedausinga p of at least1024 bits for moderate
securityandatleast2048bits for anything thatshouldremainsecurdor adecadeNote

howeverthatthesevaluesarecontroversial(seesection7.1).

3.6 Attacks on Prime Order Subgroups

In [36], anattackon primeordersubgroupss presenteda slight extensionof theideas
of [51]). Theattackcanbe mountedf the protocoldoesnot satisfythe sixth robustness
principle of [3] which states:

Do not assumehat a messge you receivehasa particular form unlessyou
canched this.

Theideais thatif we cangeta participantwith a secretkey = to usean arbitrary
groupelementinsteadof g¥ whencomputingthe DH sharedsecretkey thenwe may
be able to obtain someknowledgeaboutz. If the attacler can obtain~*, for some
generatory whoseorder’s prime factorizationcontainsonly small primes,thenhe can
usethe Pohlig-Hellmanalgorithmof subsectior8.2to obtainz modulothe orderof +.

To obtainthe actualvalue of the secretkey (modulop), a slight variationon the
Pollardlambdamethod51] mightbefeasibleagainsta participantusingastaticprivate
key.

Thedifficulty in this attackresidesn the needto obtainy*. Lim andLee[36] give
awealer versionof the previous attackthatenableghe attacler to obtainthe value of
2« modulothe orderof «y in timelinearin theorderof .

This attackcanbe easilyfoiled if the participantscheckthatthe valuethey receve
(i.e.usuallyg®) hasordergq. This canbedoneby verifying thatexponentiatinghevalue
by q yields1. If p is of theform p = 2¢ + 1, with g prime, the bestonecanhopefor is
to determinethe parity of the secretkey.

If we have CertificateAuthorities (CAs) certify the DH public keys, they mustbe
wary of this attack.It is usuallysufiicient for the CA to verify thatthe userknows the
secretassociatewvith the publickey whenthe participantsisestaticpublickeys. Thisis
usuallydoneby having the usersign somemessagevith the secretkey. Unfortunately

8 As opposedo the Pollard Lambdatype algorithmsfor which therehasnot beensubstantial
progresdgor abouttwentyfive years[41].



avariationon the previous attackallows for aninsiderattackwherea usercanfool the
CA whenspecificsignatureschemesireused(e.g.Schnorrsignature$48], see[36] for
thedetails).Hence whenthistypeof attackcanbe mountedwe shouldcheckthe order
of the publickeys.

4 Authentication

In theprevioussectionwe presente@ttacksrelatedto themathematicastructureof the
DH protocolprimitives.In this sectionwe addressssuesrelatedto authenticationAs
the DH protocolcanbe broken by a simple manin the middle attack(if no authenti-
cationmechanisnis used),it doesnot make senseo talk aboutDH protocolsecurity
without alsodiscussingauthentication.

Authenticationconsistsof establishingauthenticity which is definedas: factually
accumte andreliable This is a somevhat slippery conceptandthereis no solid and
formal definition, becausehe differentsettingsandrequirementghangefor every ap-
plication. For example,validating the authenticityof a digital signatureor a MAC is
simple (just apply a verification function) whereagroving the authenticityof a mes-
sages morecomplicatedFor example,if Alice sendsamessagéo Bob,hemightwant
to establistthat:

. themessagéasnot beenmodified.

. Alice sentthemessage.

. themessagevasmeantfor him (i.e. addressetb him).
. themessagéasnot been‘replayed”.

. themessagevassentwithin a certaintime period.
etc.

oA WNER

Although we have somevery powerful primitivesthat canhelp usin creatingau-
thenticationrmechanismédigital signaturesMA Cs,symmetricencryption,etc.),using
themin aneffective manneiis surprisinglydifficult.

4.1 MessageReplay Attacks

Oneof the deadliestattacksagainstauthenticatiormechanismss the messageeplay
attack[39] in which theadwersarysimply takesa previously sentmessagandsendst
again. This attackis deceptvely powerful ascanbe seenby the next example:suppose
ausersenta messageo his wife saying,“l loveyou”. A few yearslater, afterthe user
hasbeendivorced,anattacler couldre-sendhis samemessagevhich mightleadto an
awkwardsituation.If a correctauthenticatiormechanisms usedthe now ex-wife will
notconsideithe messagasbeingauthenticThisexamplenicelyillustratesthefactthat
digital signaturesrenot suflicient to establishmessagauthenticity

4.2 MessageRedirection

If the destinationis not specifiedin a messagean attacler caninterceptit andsendit
to someontherthantheintendedrecipient.Takingthe previoussubsectiorexamples



premisetheadwersarysendghe*l loveyou” messaganddeliversit to somebodyther
thantheintendedrecipient;which again, might leadto anuncomfortablesituation.
Theseschemegorm the basisof mary other moreinvolved, attacks.

4.3 MessageAuthentication Protocols

We now presentone of the authenticatiormechanismslescribedn [6]. Note thatthe
protocolis provedto be secure(seesubsectiorl.l). It hasthe propertythatif we have
a schemehatis provably securewhenthe channelsareauthenticatedandreplacethe
communicatiormechanisnwith thefollowing protocol,thentheresultingschemewill
beprovably securdn asettingin which the channelsaarenotauthenticated.

In the following protocol,we assumehatthe users public keys arecertifiedby a
certificateauthority(CA), andby authentiove mean:

— Thesendersidentity is established

— Theintendedrecipients identity is established

— “Context” is establishedmessageeplayattackssuchasthe onein the examplein
subsectiort.1areprevented.

Alice sendsamessagen to Bob, who establishe#s authenticity

1. A sendsn to B.

2. Breplieswith achallengelNg andm, whereNpg is arandomnumber(nonce) Note
thateachnonceis only usedonce

3. A sendsm and SIG; ,(m, Ng, B), where SIG, ,(z) is a digital signatureon z
thatusesA’'s secrekey s 4.

4. If thesignatureverificationprocedurés successfuthenm is deemedauthentic.

Let uslook at this protocola bit morecloselyandexplain someof its featuresand
proposesomeefficiency improvements.

First note that senderauthenticityis establishedy the public key thatis usedto
verify the signature The public key andAlice’s identity arecertifiedby a CA thatBob
trusts.

Themessagen must,of coursepesentat somepoint. Theprotocolis still provably
securef the messagés sentin oneof thefirst or third rounds.For example,the first
messageould simply bea synchronizatiorsignal.

The needfor a nonce Ng is quite interesting.Notice that without it, the protocol
would bevulnerableto replayattacks By slightly modifying the protocolwe can,how-
ever, do without the nonce.lf Bob takesnoteof all the messageke hasreceved,and
socandetectmessageeplayattackswe canomit the nonce.Unfortunatelytheamount
of dataBob would needto keepcould be huge.Also, deterministicsignatureschemes
(e.g.RSA) are not well suitedto this settingastwo signatureon the samemessage
areidentical.(As opposedo probabilisticencryptionschemesuchasElgamal.)Note
thatrandomnumberscanbe appendedo the messagén orderto make signatureson
the samemessagaelifferent. Anotheroptionis to have publicly available nonces.For
examplea countercanbe used,in which caseBob need€o managecountergsynchro-
nizationis often difficult to implement).As long asnonces(countervalues)are only



usedoncethe protocolis correct.In both of thesemodifications the secondround of
communicatiorcanbe omittedandthefirst andthird roundscombined.

Thelastinterestingssueto pointoutis thatAlice mustsign B, i.e. Bob’s ID. If this
is notdone the protocolis vulnerableto messageedirectionattacks.

Note thatthe CA mustverify that the client knows the secretkey associatedvith
his public key, otherwisethe protocolis vulnerableto messagéijacking(i.e. claiming
ownershipof someoneelses message)Note that self signedcertificateé canalsobe
usedto solve this problemasis donein PGP[44].

5 Attacks on Implementation Details

5.1 Attacks on Parameter Authentication

As a generalprinciple, all parametersisedin a cryptographicprotocol shouldbe au-
thenticatedFor example,supposehat the DH protocol could be usedwith different
systemparameterge.g. g, p); if the participantsdo not authenticateheir choice of

parametersan attacler might be ableto fool theminto usingweak parametersThese
typesof attackscanbe very subtleand caneven be missedby top cryptographersind
securityexperts.Oneneedjustlook at the attackof [52] on the SSL protocolversion2

to be corvincedof this'®.

5.2 Context

In mary situationsit is necessaryo make surean adwersaryhasnot blocked (deleted)
previous messagesThis can be doneby simply hashingall previous messagesnd
appendingheresultwith the currentmessageThis establishesontet. Notethatif all
messageareauthenticatedve canusea sequenc@umbeywhichis moreefficient.

5.3 Parallel Executions

In mostif not all networking protocols,it is very importantto presere protocolrun
independencélhatis, we do notwantmessagessedin oneprotocolrunto be usedby
anothemrotocolexecution.Sessiomumbersfor example,canbe usedto preventthis
kind of problem.

We areawareof a DH implementatiorthatdid not respecthis designprinciple. If
two partiesinitiatedthe DH protocolat the sametime, eachparty obtainedtwo shared
DH secretkeys and it was possibleto have a situationin which noneof the (four)
supposedlyshared’DH secretkeys wereequal.

A key agreementonfirmation(see6.5) is a way of makingsureproblemssuchas
theonedescribedabore do notoccur

9 certificateghataresignedby the subjectof the certificate.
10 sSLversion2 wasvulnerableto whatis calledaversionroll-backattackwhichis anattackon
parameternuthenticationsee[52] for details.



5.4 Deletingthe Ephemeral Secrets

It is importantto deletethe ephemerakecretkeys (the secretexponents),to guard
againstmemorybeingwritten to disk (swapping)andpreventunwantedaccesgo these
values(via a subpoenattackor a systembreak-in).Deleting private valuesis usually
doneby overwriting thesewith someconstan{0s for example). We recommendhatthe
valuesbhe deletedassoonaspossibleto guardagainstRAM readingtechniquesuchas
theonesdescribedn [26].

5.5 BleichenbacherType of Attacks

D. Bleichenbachedescribedn [9] an attackagainst PKCS#1 v1.5. The attack ex-
ploitedthe factthat somesenersimplementation®f the PKCS#1 v1.5 RSA encryp-
tion paddingusedan inadequatewuthenticatiormechanismif a plaintext startedwith
0002,asdescribedn the standardthey would blindly acceptit asvalid andcontinue,
otherwise,they would returnan error messageo the client. Using a theoremdueto
Chor[18], Bleichenbachedeviseda practicalattackagainstsomeimplementation®f
SSLv3.0.

Althoughwe do not describeary paddingmethodsnordo we usethe RSA encryp-
tion schemesomeof the proposeccountermeasurgsee[10]) to immunizeprotocols
agpinstthis attackarerelevant:

— Changekeys frequently(asdiscussedn section6.2) and make surethat different
senersuseindependenkeys.

— Useadequateauthentication(asdiscussedn section4.3). Senerswritten in SSL
version3 thatusedgoodauthenticatiorwerenot vulnerableto this attack.

5.6 Timing Attacks

An interestingattackwas proposedn [34]; the attackrelieson the fact that for most
modularexponentiationalgorithmsthe time taken is dependenbn the inputs. In the
Half Certified DH protocol, an attacler, by initiating mary protocolrunswith Alice
and carefully choosinghis “public keys”, could determineAlice’s secretkey (z) by
analysingtiming information.RemembethatAlice computesn® in eachprotocolrun
(wherem canbethe attacler’s “public key” (simply arandomvalue)andz is Alice’s
secretkey). Fortunately the attackis only effective if the attacler cansomeavhat pre-
ciselydetermineAlice’s computingtime. Theattackcanbe counteredy modifyingthe
computationsso that the exponentiatiortime doesnot dependasheavily on the input
parameters.

Kocher[34] givesa methodthat usesthe blinding technique®f [17] to randomize
the modularexponentiatiorcomputingtime!* :

One Time SetUp: We calculatethe private seeds.

— An integer, vi", is choseratrandomfrom Z;.
- vf = ((v) 1) is calculated(Find inverseof v andexponentiateby z.)

1 thusblinding the attacler from knowledgeaboutz.



j'th Exponentiation: Let m bethemessagéo be exponentiatedy .

— Calculateu = (m - v?). (theblinding part.)
— Calculatet = u®. (u Is notknown to theattacler!)
— Calculatet - v]Z whichis equalto m®. (theunblindingpart.)

Computing the j'th seedgj > 0):
- vij = (vij_l)z.

— v? = (v{71)2.

Thetechniquauseghefactthatif v? is chosemrandomly thentheserieqv? vil, e, vij, ..

- I ’
will have the propertythatvi’ looks sufficiently randomif nothingis known aboutthe
previous elementsof the seried?. The algorithmhasto keepv; andvs in memory Of
coursethesevaluesmustremainsecret.

5.7 Denial of Sewice Attacks (Overloading)

Oneof the mostdamagingattacksin practiceconsistsof overloadingsenerswith re-
quests?. Thisis atypeof denialof serviceattackbecausgheseneris sobusyprocess-
ing bogusrequestshathe doesnot have time to reply to legitimatequeries Theadwer
saryusually exploits the factthat the senersarelimited in termsof memory[16, 19]
and/orcomputationapower. The DH protocolis vulnerableto the following kinds of
attack:

— Theattacler cancarry out a connectionmemory)depletionattack(e.g.[16, 19]).
Notethatit is very importantthatthelow level protocolsfor sendingandreceving
messagebeimmunizedagainstthis attack.

— Theattacler cansendhugeamountsof public keys (which cansimply be random
numbers)so thatthe victim is compelledto carry out mary modularexponentia-
tionsin orderto computethe sharedDH secrekeys (computational).

The mostrobust solutions[5, 21, 29] to the probleminvolve having the connec-
tion initiators computesolutionsto cryptographicpuzzles(alsoknown ashashcastor
pricing functions).The amountof computationsieededo solve thesepuzzlesis small
enoughso thatlegitimate userscan quickly computethe solutionbut large enoughso
thatit is infeasible(or at leastvery hard)to solve a large numberof themfor usein
overloadingattacks.

If a sener canvalidatethe IP addressesf its clients, one can usea lessrobust
protectionschemecalledSYN Cookies([37], [13], [31]). SYN CookieshelppreventIP
spoofingto a certainextent.

If aseneristoaccepunknovn clients(or betteryetanorymousclients),we suggest
usingthetechnique®f [29] whichwe now presentinddiscussNotethatz 4 4> refers
to the substringconsistingof the a’th throughb’th bits of . C is theclientandS is the
sener.

12 thisis muchmoreefficientsincemodularsquarings alot cheapethanchoosinga new random

value.
13 seefor examplehttp://www.cisco.comharp/public/707/naisflash.html.

)



1. C requests puzzlefrom the sener (statelesgonnection).

2. § sends m (thenumberof sub-puzzles)k (a computatiorparameter)t (atimes-
tamp)andz = H(s, t, k,m,C). Notethat H() is a cryptographichashfunction, s
is S’ssecretandC is C’'s address.

3. For i equalsl to m, C finds z; suchthatthefirst k bits of z||i||z; equalthefirst k
bits of H(z||¢||2;), where|| denotesoncatenatioriThe z;s (i.e. the solutionsto the
sub-problems); andC aresentto S.

4. S recevesthesevaluesand canefficiently checkthat the solutionsare valid and
thatthey have beencomputedn atimely mannerNotethatthesenercandothese
verificationsin a statelessnatter

Thevalueof C is usuallyimplicitly determinedfor exampleit might be included
in the messagéeadersThe sener sendshis repliesto C and so the adwersarymust
be ableto interceptmessageaddressedo C' which is difficult if the adwersaryis not
locatedat C*4.

If notime parameterareused,anattacler could obtainalarge numberof puzzles,
solve them (which cantake a lot of time) andthenoverloadthe sener. By encoding
t in z usingthe secrets, the puzzlescan be madeto have a limited validity period
which makesthe previous attackinfeasible(all ¢ts shouldbe different).(Note alsothat
if connectiondave anunlimited lifetime, the sener is vulnerableto denialof service
attacksand so maximumconnectionlifetime mustbe taken into considerationwhen
choosingour parameters.)

Attacksareusuallyof rareoccurrencesindso it makessenseo be flexible in our
useof puzzles Preciselywe shouldvary k dependingon the situation:The busierthe
seneris, the larger & shouldbe (we canomit puzzlesaltogethelin mostsituations).s
shouldbelarge enoughsothatit cannotbe obtainedby a bruteforce attack(see[29]).

6 The DH Shared SecetKey

The sharedsecretobtainedis usuallyusedto derive sessiorkeys thatwill be usedin
otherapplicationsNow, the operationghesekeys will be usedfor have their own re-
quirementsandsecurityvulnerabilities.If we arenot carefulaboutthe way we usethe
sharedDH key, we mightbevulnerableto othersubtleattacks.

6.1 KeyDerivation Function (KDF)

In most,if not all, instancesve needto modify the sharedsecretkey obtainedin the
DH protocolin orderto useit with othercryptographicprimitives.Herearethe main
motivationsfor “modifying” thesharedH secretkey:

— Thekey sizesmight not correspondior examplesupposeave wantto useour a-bit
sharedsecretDH key with acrypto-systemrequiringa key sizeof b andb # a.

14 this preventsstraightforward|IP spoofing this propertyis alsoachievedby SYN Cookies([37],
citeRFC1644[31)).



— Althoughsomebits of the sharedsecretareprovably securg12] the securityof the
vastmajority of bits in the sharedDH secretkey is notknown (i.e. it is notknown
whetheran attacler cancomputeknowledgeaboutthent®). The sharedDH secret
is indistinguishabldrom an elementchoserat randomfrom the groupif andonly
if the DecisionalDiffie-Hellmanproblemin thatgroupis hard(in severalgroupsit
is aneasyproblem),see[11].

Also noticethatZ; doesnot spanall the bit-stringsof lengthp. Henceif we take a
randomnumber chancesregreaterthatthe mostsignificantbit equals0.
Hence,it makessenseo spreadhe risk and have the bits in the new sessiorkey
dependon all thebits of thesharedDH secrekey.

— Someattacksexploit algebraiaelationshipdbetweerkeys (seesection6.3).Hence,
it is importantto destry mathematicastructurewhich canbe doneusinga KDF.

— If we wantto createmorethanonesessiorkey with a givensharedsecretbH key
then,if the KDF is a carefully chosenone-way pseudaandomnumbergeneratar
the systemcanberesistanto known sessiorkey attackg(i.e. givenasessiorkey, it
is hardto find othersessiorkeys derived usingthe samesharedsecretDH key).

For a KDF, we suggesthe useof MGF1 whichis describedn PKCS#1 (se€g[30],
animplementatiorof which canbefoundin [42]). Ignoringsomerepresentatiodetails,
MGF1is essentiallydefinedasfollows:

MGF1(seed, out_length) := HS(seed || 0) || HS(seed| 1) || ... ||HS(seed| ¢).

whereHS is a securehashfunctionande is a valuethatdependon the numberof bits
required(out_length). seed will betakento bethevalueof the DH sharedsecrefrom
whichwe wantto derive akey.

6.2 KeyFreshnessand Perfect Forward Secrecy

In mary situationghesharedH secrekey shouldbechangedrequently Herearethe
mainreasonsvhy we mightwantto obtainnew sharedsecrekeys often.

1. ReduceExposure The probabilitythata givenkey is compromiseds lower if it is
notusedoften.

2. Damagelimitation If the amountof traffic encrypted/authenticateslith a given
key is reducedthenthe amountof damagedoneif the key is compromiseds re-
duced.

3. Forward Secrecy If old encryptionkeys are deleted encryptedmessagesanno
longer be decrypted.Hence,a third party cannotmount a subpoenaattack (i.e.
demandhatold messagebe decrypted).

As expected,tricks usedto improve the efficiengy of schemesn which keys are
changedftenhave subtleproblemg(seesubsectior6.4).

5in fact,givenonly p, g, g° andg¥ in Z,,, we caneasilycomputethe Jacobisymbolof g*¥, and
if g generateshewholegroupthanwe canalsoefficiently computethelastbit of zy.



6.3 KeylIndependence

As a generalprinciple, we always want keys to be independentPrecisely obtaining
onesecretkey shouldnot help an attacler uncover otherkeys. This propertyis called
knownkey security In the next subsectionye give anexampleof a protocolvulnerable
to known key attacks.

6.4 An Example

We now presenta condensedrersion of the KEA protocol [40] which is a part of
the NSA's FORTEZZA suiteof cryptographicalgorithmsandmotivatethe useof key
derivationfunctions.Notethatthe explanationgoughlyfollow thoseof [8].

1. A getsB’s staticpublic key g¥ sandB getsB’s staticpublic key g* (z is secreto
A andy is secretto B). (respectiely) certifiedby a CA. (z is Alice’s private key
andy is Bob’s privatekey.)

2. A sendsg?®, g* andCert(A4, g*) to B and B sendsg®, g¥ and Cert(B, g¥) to A.
(a andb choserrandomlyfrom theset{2,...,p — 1}) NotethatCert) is justa
certificatecertifying z.

3. If all verificationssucceedthe sharedDH secrekey istakento be K = g% + g,

4. A key derivationfunction(derivedfrom SKIPJACK) is thenappliedto K to obtain
thekey (thesessiorkey) thatwill beusedin theotherapplicationge.g.encryption,
MAC, etc.).

Theprotocolsolvesmary of the problemsmentionedn the previous subsections:

— Key FreshnessWe canobtainasmary freshkeys aswe needwithout having the
CA re-certifynew public keys every time.

— Forward Secrecy: If Alice andBob delete K and both the staticand ephemeral
secrekeys (x anda respectrely for Alice) we have forwardsecreg.

— KeyIndependence:Theprotocolseemsesistanto known key attacks.

— KeyDerivation Function: Thesessiorkey depend®n all of thebits of theshared
DH secrekey. As will beseenshortly, thekey derivationfunctionis alscimportant
becausét destrysthealgebraicelationshipbetweerkeys.

If the protocoldid not usea key derivation function, it would be vulnerableto the
Burmestertriangle attack[14] which rendersthe protocol vulnerableto known key
attacksIn the previousprotocol,if akey derivationfunctionis notusedit is vulnerable
to thefollowing attack:

1. O firstobsenesaprotocolrunbetweend andB. He obtainstheephemerakeys g*
andg®. Thekey sharedoy .A andB attheendof theprotocolis K 45 = g% + g*®.

2. O thenengagesA in a protocolrun. @ will useg® ashis ephemerakey and g*
as his static key. Assuming.A’s ephemerakey is g2, the sharedkey will equal
KAO :gb:c _i_gzd.

3. O carriesoutthesametrick with B but now usesgg® ashisephemerakey. Assuming
thatB’s ephemerakey is g°, theshareckey will be Ko = g*¥ + g?°.

4. If O canobtainK 40 andKpe hecandeterminek 45. This canbeseerby noting
thatK 45 = K40 + Kpo — g** — g*°.



6.5 KeyAgreementConfirmation

In somesettingsthe participantswill not settlewith just knowing that nobodyexcept
the intendedparty can computethe sessiorkey (i.e. a key derived from a sharedse-
cretDH key) but insiston having somekind of confirmationthata secretkey hasbeen
(or canbe) successfullycreated A schemeprovidesimplicit key confirmationif the
participantscanbe corvincedthatthey all can computea commonsharedsecretkey,

and provides explicit key confirmationif participantscanbe assuredhata common
sharedsecretkey hasbeencomputedby all participants.The simple mindedsolution
to providing explicit key agreemenis to have the partiescomputethe MAC (usingthe
new sessiorkey) of a known messageUnfortunatelythis meansthat the key will be
distinguishabldrom a randomkey (we know the MAC of a known message)lf key

indistinguishabilityis requiredwe needto use(asa MAC key) someothervalue,r,

known only to theparticipantdhatcannotbe easilylinkedto the sessiorkey. Precisely
giventhesessiorkey it shouldbe computationallyinfeasibleto find ». See[8] for tech-
niquesthatcanbe usedto do this effectively.

Although explicit key confirmationappearso provide strongerassurancesmplicit

key confirmationis sufficient in practiceand provides key indistinguishability Also,

it would seenthatalthoughit is possibleto provide explicit confirmationof the derived
sharedsecrekey withoutusingary previoussharedsecretijt is notobvioushow to pro-
vide explicit confirmationof the DH shaed secetin an efficient way without usinga
previously sharedsecretsoit’ s usefulnesss questionable.

7 The Bottom Line

In thissectionwe giverecommendationthatare for themostpart,basednthelessons
learnedin the previous sections Thesecanbe seenasgeneralrobustnesgrinciples®
thatshouldbetakeninto accounwhenimplementingdDH key agreementypeprotocols.

NotethatDH protocolimplementationshouldbeespeciallywary of attackshatal-
low theattaclerto obtainstaticsecrekeys (e.g.z, y). Compromisingstaticsecrekeys
allowstheattaclerto breakall subsequentrotocolsusingthesevalues.Compromising
g*¥ doesnothelpin compromisingpthersharedDH secretkeys g=¥'.

7.1 Diffie-Hellman Math

1. SpotUncorventional Messages
— Make surethatg®, g¥ andg*¥ donotequall.
— Make surethatg® andg? arelessthanp — 1 andgreaterthan1.
— Chooser, y, fromtheset{2,...,p — 2}.
2. Be Careful About g's Order
— The prime factor decompositiorof the order of g should not be composed
entirelyof smallprimes.
— Thesubgroupgeneratedby g shouldnot have a smallordersubgrouplf atall
possible constructandusea generatothathasa large primeorder

16 aDH versionof [3].



3. Make Surethe DH Public KeysReceved Have the Corr ect Order

— TheDH publickey’'s (¢*) ordershouldbechecled. This canbeeasilydoneby
verifying that(g®)° = 1 whereois g’sorder If p = 2¢g+1 thisis notnecessary
asexplainedin section3.6.

4. Make Sure the SystemParameters Are Not ChosenMaliciously

— The systemparametes propertiesshouldbe known (subgroupgeneratedy
g'sorder primefactorizationof this number etc).

— Proofsthatthe parameterfiave not beenchosenmaliciously shouldbe avail-
able. This canbe doneby kosherizing’” One cantransforma typical strong
primenumbergeneratomto onethatgeneratekosherizegrimes.For astrong
prime numbergeneratotthat startsby choosinga randomg andthen verifies
(usingsomeefficient ways)thatg and2q + 1 areprime, onecanreplacethe
choiceof ¢ by first choosingg = HS(r), wherer is arandomvalueandHS is
asecurehashfunctionwhoseoutputis the samesizeasq. Thekosherizatioris
“proven” by giving r» suchthatq = HS(r) andp = 2¢ + 1.

5. ChooseSecure Parameters

— Cryptographicalgorithmsare only as secureas their wealestlink and so it
makes senseto try and balancethe security Thatis, attacksthat exploit dif-
ferentparametersf the systemshouldtake roughly the sameamountof time.
For the DH protocol,the parameters$o balanceare: the valueof p, the expo-
nents rangeandthe size of the keys derived from the sharedDH secretWe
suggestooking at[35] for atableof balanced/alues Notethatthesevaluesare
very controversial[49], the size of p is especiallydebatablesinceit assumes
Moore’s law typeimprovementsn algorithmicnumbertheory

— The parametershouldbe chosenin orderto provide goodlong term security
when required.Note that parameterghat constitute“good” long term secu-
rity is very controversial[35, 49]. Extremelyconserative estimatesare (from

35]):
[ . ])For very good securityuntil 2002take: p 1024 bits, exponentrange127
bits andderivedkey length72.
e For very goodsecurityuntil 2025take: p 2174 bits, exponentrange158
bits andderivedkey length89.
e For very goodsecurityuntil 2050take: p 4047 bits, exponentrange193
bits andderivedkey length109.

— We suggesusingstrongprimesor Lim Lee primesso asto guardagainstthe
attackspresentedh section3.5.

— Thenumberof symmetrickeys derived from the sharedDH secretkey should
alsobetakeninto considerationvhendetermininghesizeof p andof theexpo-
nentrangesincebreakingthe DH protocolbreaksall derived keys. Precisely
if we derive n sessiorkeys of lengthsni, no, ..., ng, our other parameters
should,in theory, provide the samesecurityasif we derivedonesessiorkey of
lengthlg(2™ + 2™2 4 ... 4 27k),

Thesemeasuregprotectagainstsomeinsiderattacksandmanin the middle attacks.

17 kosherizinga public valuerefersto constructingthe valuein a way that thereexists a proof
of thefactthatthe valuehasnot beenchosermaliciously this proofis to be verifiableby any
otherparticipant



Efficiency Considerations

1. Ideally, the generatorg shouldbe assmallaspossiblein orderto reducethe cost
of modularexponentiation Wienerandvan Oorschotf{51] claim thatusingg = 2
reducesthe computationtime for modularexponentiationby 20% (comparedto
randomlyselectedyenerators)For applicationsin which efficiengy is crucialand
the prime numberscanbe generatedeforehandit makessenseo find a prime, p,
suchthatasmallvalue(e.g.2,3,16)generatethedesiredsubgroupNotethatif one
is searchingor a strongprimep = 2q + 1 suchthatg = 2 generates subgroup
of sizeq, onecansimply testif p = 7 mod 8. In fact,p = 7 mod 8§ <=1 2
is a quadraticresidud® modp = 22 exists —> 2((P-1/2) = (23)p-1 =
201 (mod p) «<=2' g =2 generateanorderq subgroup.

2. Generatingsafeprime€? is moreexpensve thangenerating.im-Lee primes(p =
2q1qs - - . g + 1). If lots of primesneedto be generate@ndefficiency is animpor-
tantrequirementwe suggesusing Lim-Lee primes[36] which areusedin mary
cryptographidibraries(e.g.PGP[44],GNU PG [23] andGutmanns cryptlib [25]).
Theseprimeshave theform p = 2q1¢- - .. g, + 1 wherethe g¢;s arelarge (for all
i € {1,...,n}). Thegeneratocanbetakento generatssomeprimeordersubgroup
(e.g.of orderg;, for somes). A drawbackto this methodis thatthe rangeof val-
uesexponentscantake is limited (i.e. exponentsaretakenmodulog; insteadof g)
whichrestrictsthe rangeof possibleDH secretsAlso notethatthe probability that
asmallgeneratogeneratesnadequatesubgrougs lower thanfor safeprimes.

If theparameterarefixed,we suggestheuseof SophieGermainprimessincethey
allow the useof largerexponentqthusresultingin largersharedsecrets)Notethat
thereexist particularprimesthatyield moreefficient operations[43] suggestshe
useof “special” safeprimeswhich areusedin the descriptionof IKE [27] (acan-
didateDH protocolfor IPsec).They have propertiesthat enableefficient modular
computationgo a certainextent:
— The64highorderbits aresetto 1, sothatthetrial quotientdigit in theclassical
remaindemlgorithmcanalwaysbesetto 1.
— The64low orderbitsarealsosetto 1, whichenablespeedupsof Montgomery
styleremaindemlgorithms.
— The middle bits are taken from the binary expansionof = which providesa
weakform of kosherization.
— g = 2isageneratoof asubgroupof order(p — 1)/2 (g hasprimeorder).
Theseprimescanbefoundin AppendixE.2 (1024bits) andE.5(1536bits) of [43]
andcanbeusedin a DH.

18 seefor exampleFact2.146in [38]. We caneliminatethe casewherep = 1 (mod 8) sincep
andq areprime.(left asanexercice.)

¥z € 73 is quadraticesidueof Z;, iff thereexistsay € Zj; suchthaty® = z mod p. If nosuch
y exists, z is calleda quadrationon-residue.

2 the equalitycomesfrom thefactthatp — 1 is theorderof thegroup.

2L 2'sorderis either2, g or p — 1 (Lagranges theoremsection2.1).1f 22 = 1 (mod p), then2’s
ordercanonly be2 or ¢, but theonly elementf order2 arel andp — 1.

22 3 prime p of theform p = 2¢ + 1 wheregq is prime (this g is oftenreferredto asa Sophie
Germainprime).



3. Exponentiationgre usuallymuchfasterwhenthe exponentsare smallandsowe
suggestsingthe smallestsecuresxponentrange(seesubsectiory.1).

7.2 Implementation Details

Correctly establishingauthenticityis difficult andwhenever possible provably secure
authenticatiorprotocolsshouldbe used(at the very least,the attacksmentionedpre-
viously mustbe taken into account).Particularcaremustbe taken whenimproving a
protocols efficiengy (e.g.removing “superfluous’messages).

Notethefollowing tricky implementatiorievel issues:

1. Exact Destination: The messageecipientshouldbe preciselyspecified.dentifi-
cationfieldscouldincludelP addressport numberuserlD, etc.

2. Multiple SessiorManagement:lt is of crucialimportancefor participantgo sep-
arateconcurrenprotocolexecutions Concurrenprotocolexecutionsshouldbein-
dependentThis problemcanusuallybe dealtwith by addinga sessionD field to
the messagedNotethatthisis atricky problemto solve whensessionsrerelated
in someway, for examplewhencountersareusedinsteadof nonces.

3. Certifying Public Static Keys:Thecertifyingauthorityshould,of coursepetrusted
by both participants As pointedout earlierthe certificateauthority shouldmake
surethat the certificaterecipientknows the secretkey associatedvith the public
key beingcertified. Anotheroptionis to have the sendersign his identifier along
with therestof themessagéi.e. self signedcertificates).

4. Authenticate Parameters: All parametershouldbe authenticated.

5. Previous Communications: In mary situations,all messagesentshould“con-
firm” all previousmessagedVe wantto avoid somemessagebeingblocked. This
canbe doneby appendinga hashof all previous messagesr by usingsequence
numbers.

6. Delete:Whensomesensitve informationis nolongerneededt shouldbesecurely
deleted.

7. Randomness:The pseudo-randommumbersmust be chosenextremely carefully
becausesystemscan be broken if inadequatgpseudo-randonfunctionsor badly
chosenseedsare used (see[24]). A good pseudo-randonmumbergeneratoris
Yarraw [32], sinceits designis basedon mary yearsof researchand experience
[33] andbecausét is easyto use(the programmedoesnot needto provide a seed
for example).

8. Timing Attacks: Whena systemis vulnerableto timing attacks(seesection5.6),
aspecialexponentiatiorroutineshouldbe used.

9. Denial of Sewice Attacks: Whennecessaryseesection5.7), partiesshouldpro-
tectthemselesagainstdenialof serviceattacks.

7.3 Usingthe Shared DH SecrtKey

Herearethe generapointsrelatedto the utilization of the sharedDH secretkey.

1. Never Usethe Key“AslIs”: Alwaysuseasuitablekey derivationfunctionin order
to getasessiorkey.



2. Key Independence:lt is importantfor the protocolsto be resistanto known key

attacks.

3. DeleteOld Keys: If forward secreg is desiredold keys andall datathat canbe

usedto obtainthemmustbe securelydeleted.

4. Be Careful with Confirmation: If key indistinguishabilityis required,we cannot

justsendthe MAC of a known message.

8 Conclusions

This work hasattemptedto presentcryptographicprotocol designerswith the most
importantsecurityissuesrelatedto the DH protocol.In doing so, we have addressed
the shortcomingf the otherapproacheso securecryptographicprotocol design.It
is hopedthat documentswith a form similar to this one for different cryptographic
protocolswill be producedThis would be a large steptowardsassuringcryptographic
protocolsecurityin real-world settings.
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