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1 Basic Num ber Theory

1.1 De nitions

Divisibilit y:
ab () 92 2Z [b=ak]

Congruences:
a b (modn) () nj(a b

Modulo operator: (Maple irem, mod
bmodn () minfa 0O:a b (modn)g
Division operator: (Maple iquo)

b (bmod n)

bdivn () .

() bb=rc
Greatest Common Divider: (Maple igcd, igcdex)
g=gedab) () gagiband [gia;gib) gig]
Euler's Phi function: (Maple phi)
(n) =#fa:0< a< nandgcda;n) = 1g
Note. (P=p 1, (po=(p 1)(g 1), wherepandqareprimes.
Ifn=pPpFiiipe then ()= (o 1PF Yz 1S “iii(pc D

1.2 Ecien t basic operations

For the basic operations of +; ; ;mod;div one may use standard \high
sthool" algorithms reducing the work load by the following rules:
8 9 0 8 9 1

2 t = 2 t =
a _ bmod n = %)(a mod n) . (bmod n)gi mod n

The standard \high sdtool" algorithms are preciselydescriked in Knuth
(Vol 2). For very large numbers, special purposedivide-and-conqueralgo-
rithms may be usedfor better e ciency of ;mod;div. Consult the algo-
rithmics book of Brassard-Bratleyfor these.
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1.3 GCD calculations and multiplicativ e inverses

Note. gcd(a;b) = g! 9y 2 Z sudh that g = ax + by. The following
recursive de nition is basedon the property gcd(a;b) = gcd(a;b a).
(
L a if b=10
ged(a;b) = gcd(b;a mod b) otherwise

The idea behind the following iterative algorithm is to maintain in eat
iteration the relationsg = ax+ byand g°= ax®+ by’ while reducingthe value
of g. At the end of the algorithm, the value of g is gcd(a;b). The nal value
of x issuchthat ax g (mod b). Whengcd(a;b) = 1, we nd that x is the
multiplicativ e inverseof a modulo b.

Algorithm 1.1 ( Euclide gcd(a;b) )

ag® bx 1y 0x° 0y° 1,

«Q

WHILE ¢°> 0 DO

k gdivd®

R  (@xy) k(@5x%y9,
(@xy)  (@5x5y9,
(@°x%y) (G20,

END WHILE

O N o g R w b R

. RETURN (g;X;y).
(Maple igcd, igcdex, x~(-1) modn, 1/x modn)

1.4 Quadratic Residues

Quadratic residuesmodulo n are the integers with an integer squae root
modulo n (Maple quadres):

QOR, = fa:gcda;n) = 1;9r[a r? (mod n)]g
ONR, = fa:gcd(a;n) = 1;8r[a6 r?> (mod n)]g
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Example:
QR17=11;2,4,8;9;13,15, 169

QNRy7 = £3;5,6,7,10,11, 12, 149
since
12,2232, 4% 5%, 6%, 7%, 8% 9% 107, 11%, 122, 1%, 147,15, 16°)g  11;2;4;8;9;13,15,169 (mod 7):
Theorem 1.1 Let p be an odd prime numker
#QR,= #QNR, = (p 1)=2

1.5 Legendre and Jacobi Symbols
For anodd prime number p, we de ne the Legendresynmbol (Maple legendre)

as 8
a! 2 +1 ifa2 QR,
= 1 ifa2QNR,
P 7 0 if pa

For any integern = pyp.:::px, wede ne the Jacobisymbol (Maple jacobi )
(a generalizationof the Legendresymbol) as

a_ & a .. @&
n pL P2 P
Prop erties
1
_ = +1
n
] ]
ab _ a b
n  n
!
a amodn
n n
For n odd L
= = 1)(n D=2
==
2 2 e
P = 1(” 1)_8
S = (0



For a;n odd and sud that gcd(a;n) = 1

- ( 1)(n 1)(a 1)=4

a n
n a

Algorithm 1.2 ( Jacob{a;n) )

1:if a 1then return a
else if aisoddthen if a n 3 (mod 4)
then return  Jacobi(n mod a;a)
else return +Jacobi{n mod a;a)
else if n 1 (mod 8)
then return +Jacob{a=2;n)
else return  Jacob{a=2;n)

This algorithm runs in O((Ig n)?) bit operations.

1.6 Fermat-Euler

Theorem 1.2 (Fermat) Let p be a prime numker and a be an integer not
a multiple of p, then
a!l 1 (modp):

Theorem 1.3 Let p be a prime number and a be an integer, then
!

alP D=2 S (mod p):

Theorem 1.4 (Euler) Letn be an integer and a another integer suchthat
gcd(a;n) = 1, then
a™ 1 (mod n):

1.7 Fast modular exponentiation

The idea behind this algorithm is to maintain in ead iteration the value of
the expressionxa® mod n while reducingthe exponert e by a factor 2.



Algorithm 1.3 ( a®*mod n )

X 1,
WHILE e> 0DO
IF eisodd THEN x ax modn,

a a’modn,e ediv?2,

END WHILE

6: RETURN x.
(Maple x&"e modn)

1.8 Prime numbers

If we want a random prime (Maple rand, isprime ) of a given size,we use
the following theoremto estimatethe number of integerswe must try before
nding aprime. Let (n)=#fa:0<a n andais primeg.

Theorem 1.5 Iim

n'l

(n) logn -
n

To decidewhether a number n is prime or not we rely on Miller-Rabin's
probabilistic algorithm. This algorithm introducesthe notion of \pseudo-
primality" basea. Miller de ned this test as an extensionof Fermat's test.
If the ExtendedRiemannHypothesisis true than it is su cien t to usethe test
with small valuesof a to decidewhether a number n is prime or composite.
Howewer the ERH is not proven and we usethe test in a probabilistic fashion
as suggestecby Rabin.

It is easyto show that if n is prime, then Pseudda;n) returns \pseudo"
for all a, 0< a < n. Rabin shaved that if n is composite, then pseudda;n)
returns \composite" for at least 3n=4 of the valuesofa, 0< a< n.

Theorem 1.6
(

. Cy w. = (M) =n 1 if nis prime
#Ta:Pseudda;n) = \pseudo'g (nN)=4 (n 1)=4 if n is compsite.



Algorithm 1.4 ( Pseudda;n) )

IF gcd(a;n) 8 1 THEN RETURN \composite”,

Let t be an odd numkber and s a positive integer suchthat n 1= t2%
x a'modn,y n 1,

FOR i O0TO s

IF x=1AND y=n 1THEN RETURN \pseudo",

y X,X x2modn,

ENDF OR

8: RETURN \composite".

To increasethe certainty we may repeat the above algorithm as follows.

Algorithm 1.5 ( Miller-Rabin  prime(n; k) )

FOR i 1TO k
Pick a random elementa, 0< a< n,
IF pseudda;n) = \composite” THEN RETURN \composite",

ENDF OR

RETURN \prime".

We easily deducethat if n is prime, then prime(n; k) always returns
\prime" and that if n is composite, then prime(n; k) returns \composite"
with probability at least1 (1=4). Thuswhenthe algorithm prime returns
\composite", it is always a correct verdict. Howewer whenit returns \prime"
it remainsa very small probability that this verdict is wrong.

In August of 2002,Agrawal, Kayal, and Saxena,announcedthe discorery
of a deterministic primality test running in polynomial time. Unfortunately
this test is too slow in practice... its running time being O(jnj*?).



1.9 Extracting Square Roots modulo p

Theorem 1.7 For prime numkersp 3 (mod 4) and a 2 QR,, we have
that r = alP*Y = mod p is a squae root of a.

Pro of.

(a(p+l) =4))2 a(p 1)=2 a (mod p)
a (mod p)(Fermat, sec.1.2)

For prime numbersp 1 (mod 4) and a2 QR,, there (only) existsan
e cient prohkabilistic algorithm. We preser one found in the algorithmics
book of Brassard-Bratley:

Algorithm 1.6 ( rootLV(x, p, VAR y, VAR success) )

1: a unif orm(@:::p 1)
2: IF a2 x modp fvery unlikelyg
3: THEN success true,y a

4: ELSE cgmputecandd suchthat0 ¢ p 1,0 d p 1,
and (a+ pi)(p D=2 ¢+ d° X mod p

5: IF d= 0 THEN success false
6: ELSE c= 0, success true,
7. computey suchthat1 'y p landd y 1modp

De nition 1.8 (SQR OOT) The squae root modulon problem(SQROOT)
can be stated as follows:
givena composite integern and a2 QR,,, nd a squae root of a modn.

Theorem 1.9 SQROOT is polynomialy equivalent to FACTORING (see
def. section ?7?).

(Maple msqrt)



1.10 Chinese Remainder Theorem

Theorem 1.10 (Chinese Remainder (Maple chrem)) Letmg;my;::;;m;
be r positive integerssuchthat gcdm;;m;) = 1for 1 i < ] r and let
a;; ap; . a beintegers. The systemof r congruenesx a (mod m;), for
1 i r hasauniquesolution modulo M = mym,:::m, whichis given by

X
X = aiM;y; mod M
i=1

whee M; = M=m; andy, = M, *modm;, for 1 i .

1.11 Application: Extracting Square Roots modulo n

We warnt to solve x> amodn for x knowing n = pg

2

Xo
X1

amod p

2 amod g

We solwe

X=Xxomodp () pix* a
X = X3 mod q F) Cisz 3

pA

) P g=njx* a
) x?=amodn

We can now solwe x by the chineseremaindertheorem.

1.12 Quadratic Residuosit y problem

De nition 1.11 a
Jroi=fa2 Z,] o = 1g

Theorem 1.12 Letn be a product of two distinct odd primes p and g. Then
we havethat a2 QR,, i % = % = 1

De nition  1.13 The quadatic residuosityproblem(QRP) is the following:
given an odd composite integer n and a 2 J,, decide whetheror not a is a
guaditic residuemodulo n.
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De nition 1.14 (pseudosquae) Letn 3 bean oc1d integer. An integer a
is said to be a pseudosqua modulon if a2 QNR,  J,.

Remark: If nis a prime, then it is easyto decideif a is in QR,, since
a2 QrR,i aZ2J,, andthe Legendresynbol canbe e cien tly computedby
algorithm 1.2.
If n is a product of two distinct odd primes p and q, then it follows from
theorem1.12that if a2 J,, thena?2 QR, i % = 1.
If we can factor n, then we can found out if a2 QR,, by computing the

Legendresynbol % :

If the factorization of n is unknown, then thereis no e cien t algorithm known
to decideif a2 QR,.

This leadsto the following Goldwasser-Micaliprobabilistic encryption algo-
rithm:

Init:  Alice starts by selectingtwo large distinct prime numbers p and q.
Shethen computesn = pq and selectsa pseudosquarey. n and y will be
public, p and q private.

Algorithm 1.7 ( Goldw asser-Micali probabilistic encryption )

. Representmessageam in binary (m = mimy:::my).

: FOR i=1TO t DO

1
2
3: Pick x 2r Zn
4 ¢ yM™x?modn
5

. RETURN c=c¢go::c

Algorithm 1.8 ( Goldw asser-Micali decryption )

1: FOR i=1TO t DO

2: € using algo 1.2.

Ci
p

3: IF g=1THEN m; OELSE m; 1

4: RETURN m=mims:::m;
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2 Finite Fields

2.1 Prime Fields

Let p be a prime number. The integers0;1;2;::;;p 1 with operations
+ mod pet mod p constitute a eld F, of p elemetts.

contains an additive neutral elemen (0)

ead elemen e hasan additive inverse e

cortains an multiplicativ e neutral elemen (1)

eat non-zeroelemen e hasa multiplicativ e inversee *
assiativity

comnutativit y

distributivit y

Examples F,= (f0;1g; ;"). Fs= (f0;1;2;3;4g;+; ) dened by

(tJof1[2]3[4] [ [O[1[2]3[4]
0[0[1]2]3|4 0]0]0]0[0]0
1/1/2|3]4]|0 10(1|2(3|4
2 2[3[4]0[1 2|02 (4|13
3|3[4[0[1]2 3(0(3(1]4]|2
a(aj0(1]2]3 2(0/4(3]2[1

Other kind of nite elds for numbersqnot necessarilyprime exist (Maple
GH. This is studied in another section. In generalwe referto F for a nite
eld, but you may think of the special caseF, if you do not wishto nd out
about the general eld construction.
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2.2 Primitiv e Elements

In all nite elds Fq4 (and somegroupsin general)there exists a primitive
element that is an elemen g of the eld sud that g*;g?; ;g% ' erumerate
all of the g 1 non-zeroelemerts of the eld. We usethe following theorem
to nd a primitive elemen over F.

Theorem 2.1 Letly;ls; ;1 bethe prime factorsofg landm; = (q 1)=|,
for1 i k. An elementg is primitiv e over Fq if and only if

gqlzl
gmelforl i Kk

Algorithm 2.1 ( Primitiv e(q) )

Letlq;15;::: 1k bethe prime factorsofq l1andm; = ql—ll forl1 i Kk,
REPEA T

pick a random non-zeo elementg of F,

UNTIL g™ 6 1forl1 i K,

5: RETURN g.
(Maple primroot, G[PrimitiveElement] )
We usethe following theoremsto estimate the number of eld elemerts
we must try in orderto nd arandom primitiv e elemer.

Theorem 2.2 #fg:gis aprimitive elementof Fog= (g 1).

Theorem 2.3 lify inf w —e 05614594836

Example: 2 is a primitiv e elemen of F5 sincef 2; 22; 2%, 24g = 2; 4; 3; 1g.
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Factoring q 1... In general,it may be dicult to factorq 1. It will
thereforebe only possibleto nd a primitiv e elemen for elds F for which
the factorization of g 1 is known. Howeer, if we are after a large eld with
arandom number of elemens Eric Bach hasdevisedan e cien t probabilistic
algorithm to generaterandom integers of a given size with known factor-
ization. Supposewe randomly selectr with its factorization using Badh's
algorithm. We may che& whetherr + 1 is a prime or a prime power. In this
casea nite eld of r + 1 elemelts is obtained and a primitiv e elemen may
be computed.

Relation to Quadratic residues Asaninterestingnote,if gisa primitive
elemen of the eld F, for a prime p, then we have:

QR,=fg"modp:0 i p 1g
QNR,=fg®* modp:0 i p 1g

in other words, the quadratic residuesare the even powers of g while the
guadratic non-residuesare the odd powers of g.

2.3 Polynomials over a eld

A polynomial over F, is speci ed by a nite sequencga,;a, 1;::;ai;a) of
elemerts from F,, with a, 6 0. The number n is the degreeof the polynomial.
We have operations+; ; on polynomialsanalogousto the similar integer
operations. Addition and subtraction are performed componertwise using
the addition + and subtraction  of the eld F,.

Products are computed by adding all the products of coe cien ts assi-
ated to pairs of exponerts adding to a speci ¢ exponert. Example:

4

(x*+x+ 1) X3+ x%+ x) x*3CHEXZEX)+ X (CHEXZEX)+H L (XP+ X2+ X)
= (X" +xP+ X0+ (X + 3+ x)+ (X3 + X2+ x)

= X'+ x84+ P+ x+ (1+ X3+ (L+ X%+ X

= X'+ x%+ x°+ x*+ x

We alsohave operationsg(x) mod h(x) (Maple modpol, quo) andg(x) div h(x)
(Maple rem) de ned as the polynomials r(x) and g(x) sud that g(x) =
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g(x)h(x) + r(x) with degr) < degh). They are obtained by formal division
of g(x) by h(x) similar to what we do with integers. Example:

X"+ x84+ P+ x+x = (X)) (X°+x2+ 1)+ X+ x°+ x2+x)
(X2+x) (xX°+ x2+ 1)+ (xX°+ x3+ x?)
(X>+x+ 1) (X°+x2+ 1+ (x3+1)

thus
(x"+ x®+ x>+ x*+ x)mod (x> + x?+ 1) = x>+ 1
X"+ X0+ x>+ xP+ x) div (X + X+ 1) = x*+ x+ 1
Exponertiations for integer powers modulo a polynomial are computed
usingan analogueof algorithm 1.3 (Maple powermoyland gcd (Maple gcd) of

polynomialsor multiplicativ einversegMaple gcdex, modpol(1/x,q(x),x,p) )
are computed using an analogueof algorithm 1.1.

2.4 Irreducible Polynomials

A polynomial g(x) is irr educible (Maple irreduc ) if it is not the product of
two polynomials h(x); k(x) of lower degrees.We usethe following theorem
to nd irreducible polynomials.

Theorem 2.4 Let Iq;ly; ;1 be the prime factors of n and m; = n=l; for

1 i k. A polynomial g(x) of degree n is irreducible over F, i
g()ix”"  x
ged(g(x);xP"" x)=1for1 i k

Algorithm 2.2 ( Rabin Irr(p;n) )

1: let Iq;ly; 21k be the prime factors of n and mj = n=l; for 1 i Kk,
2: REPEA T

3: pick a random polynomial h(x) of degree n 1 over Fy,
g(x) x"+ h(x),

4: UNTIL xP" mod g(x) = x and ged(g(x);xP""  x)=1for1 i Kk,

5. RETURN g.
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F» Fs3 Fs F7|
X+ 1 x9+ x4+ 1 X+ 1 X+ 1 X+ 1
X2+ x+ 1 X0+ x3+ 1] x2+x+ 2 X2+ x+ 2| x>+ x+ 3
x3+ x+ 1 XM+ x2+ 1| x3+2x+ 1 X3+ 3x+ 2| x3+ 3x+ 2
XA+ X+ 1| xP+x0+ x4+ x+ 1| x4+ x+ 2| x*+x2+x+2
X+ x2+ 1] xB+x*+x3+x+ 1| x>+ 2x+1
X+ x+ 1| xM¥+x0+xb+x+1| xb+x+2
X"+ x3+1 xP®+ x+1
X+ x4+ x3+ X2+ 1| x¥+ x2+x3+x+ 1

Figure 1: Irreducible polynomials over F,,F3,Fs,F+.

We usethe following theoremto estimatethe number of polynomialswe have
to try on averagebefore nding onethat is irreducible.

Theorem 2.5 Let m(n) be the numker of irr educible polynomials g(x) of

degree n of the form g(x) = x" + h(x) whee h(x) is of dggreen 1. We have
P p" plogn P
2n n m(n) n’

2.5 General Fields

Let p be a prime number and n a positive integer. We constructa eld with
p" elemens (Maple GF from the basis eld F, with p elemetts.

The elemets of F» are of the form a;a,:::a, wherea; is an elemet of
Fp-

The sum of two elemetts of F» is de ned by
aay:ia, + bibih, = cciic,

suhthatg=a+hforl i n.

The product of two elemetts of F» is de ned by
ajaia, bibih = e
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sud that
(X" M+ ex" 2+t cy) = (ax" MHax" 2+:ta,) (bix" M+ hx" 2+::+h,) mod r(x)

wherer (x) is an irreducible polynomial of degreen over F.

Examples computationsover F
10011+ 01110= (1 + 0)(0+ 1)(0O+ 1)(1+ 1)(1+ 0) = 11101

10011 01110= 01001since(x*+ x+ 1) (x3+ x2+ x) mod (x>+ x?+ 1) =
x3+ 1.

[+ [000]001]010[011]100] 101]110] 111]
000 000] 001] 010] 011] 100] 101] 110] 111
001 001| 000| 011|010 101| 100] 111 110
010 010 011]000| 001 110| 111] 100] 101
011 011]010] 001| 000| 111|110 101 100
100 100| 101] 110 111 000| 001 010 011
101 101] 100 111 110|001 000| 011] 010
110 110] 111] 100 101] 010] 011 000 001
111 111] 110] 101 100] 011] 010] 001 000

| | 000 001] 010| 011] 100|101 110| 111]
000 000| 000| 000| 000| 000 | 000 | 000 | 000
001 000| 001| 010] 011 100|101 110] 111
010 000| 010] 100| 110 011|001 | 111] 101
011 000| 011|110 101| 111|100 001 010
100] 000| 100| 011] 111] 110] 010] 101] 001
101] 000| 101] 001] 100| 010] 111] 011] 110
110] 000 110] 111[001] 101] 011] 010] 100
111]000]| 111]101| 010| 001| 110] 100] 011

Figure 2: operations of F »
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2.6 Application of nite elds: Secret Sharing

A polynomial over F is speci ed by a nite sequencda,;a, 1;::;as;a) of
elemerts from F 4, with a, 6 0. The number n is the degreeof the polynomial.

Theorem 2.6 (Lagrange's Interp olation) LetXq;Xy;:::;Xq be distinct el-
ementsof a eld Fq and yo; y1;::;;yq e any elementsof F,. There existsa
unique polynomial p(x) over Fq with degree  d suchthat p(x;) = y; for
1 i n

Algorithm 2.3 ( I nterpolation(Xo; X1; 225 Xq; Yo; V1; 35 Ya) )
0 1 0 1
1 xo @0 x87 'y
1 x1 i x8
1: return % . _1 . _1 g %yl g
1 Xg 0 x§ Vd

Of coursethe matrix inversionis to be performedover F 4, which meansall
additions, subtractions and multiplications are calculated within the eld,
and divisions are performedby multiplying with the multiplicativ e inversein
the eld.

in sudh a way that any k of them can recover the secretfrom their joint in-
formation, while it remains perfectly secretwhenany k 1 or lessof them
get together. This is what we call a [n; k]-secretsharing scheme.

Algorithm 2.4 ( SSSYS) )

1. a9 S,
2: FORi:=1TO k 1DO a unif orm(0::p 1)

3: FORj:=1TO nDO s; ag 1j% 1+ :::+ aj + agmod p

4: RETURN  S1:S2;::::Sn.

Let's be a bit more formal. Let S be Alice's secretfrom the nite set
f0;1,2;:::;Mg and let p be a prime number greater than M and n, the
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number of share holders. Shamir's construction of a [n; k]-secret sharing
sthemeis as follows.

Shares; is givento P; secretly by Alice. In orderto nd S, k or more
peoplemay construct the matrix from Lagrange'stheoremfrom the distinct

valuesx; = j and nd the unique (ap;as;:::;a 1) correspnding to their
valuesy; = s;.
Theorem 2.7 ForO m n,distinctjq;jo;:::;jm andanys;,;sj,;:::;Sj.

HISiss, )28l mi sl = a [S] :; m< t
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