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Abstract

A deckof cardscanbeusedasa cryptographidool ([3], [6]). Usinga protocol
that securelycomputeghe BooleanAND function, one canconstructa protocol
for securelycomputingary Booleanfunction. This, in turn, canbe usedfor se-
cure multiparty computationssolitary games,zero knowledge proofs and other
cryptographicschemes.

We presenta protocol for 2 peopleto securelycomputethe AND function
usinga deckof 2 typesof cards. The protocolneedsa total of only 8 cards,thus
confirmingthe assumptiorof an openquestion[3] aboutthe minimal numberof
valuesthatareneededor thistypeof computation.To ourknowledge theprotocol
is alsothe first one of its kind that doesnot needto make copiesof the inputs.
We thus prove upperboundsfor this type of computation.The protocolis much
simpler useslesscards,andis moreefficient thanthe onesintroducedin [3] and
[6].

1 Introduction

Supposedlice commitsherselfto abit b4 and Bob commitshimselfto bp. We would
like Alice andBob to beableto computeb 4 Abp in suchawaythatneitheroneof them
learnsanything morethanwhatthey candeducdrom their own input andthe outputof
thecomputatior(for example,if Alice is committedto 0, shewill neverknow whatbit
Bob wascommittedto). BertdenBoer[4] first introduceda now classicprotocolthat
enabledwo participantgo privatelycomputethe AND functionof their inputs. To be
ableto computeary Booleanfunction (seesection6) it is necessaryhatthe answer
bein a committedformat. ClaudeCrépeauandJoeKilian cameup with a solutionto
this problemin [3], using4 typesof cards. Later on, Valtteri Niemi and Ari Rervall
proposedasolutionin [6] thatusedonly 2 typesof cards.Althoughour solutionis only
linearly moreefficientthanthelatterone(whichin turn,is only linearly moreefficient
thantheonein [3]), it provesimportantupperboundsandmaybethe mostsimpleand
efficientonethatexists. A protocolfor securelycomputingtheBooleanAND function
is animportantcryptographidool with mary applicationsit canbe usedfor multiparty
computationssolitarygameszero-knavledgeproofsandmore (we discusghesedater



on,seealso[4], [3], [1], [6]). Althoughthenumberof cardsneededor thecomputation
of a Booleanfunctionincrease®only linearly with the numberof gatesof the circuit
definingit, complex computationglemandan extremelylarge amountof cards.Only
small computation®f thesekind canbe doneefficiently with cards,thusevenslight
optimizationsof the AND protocolis useful.

2 TheModd
We will beworking with thefollowing alphabet:

= = {[D&][?]}

Eachvaluecanbethoughtof asa suitin a deckof cards representing cardwith
it'sfacedown.

Letey,co,... ,c, beelementof . ¢ics ... c, canbeconsideredsa deckof cards,
¢1 beingthetopmostcard,c, thesecondetc...
We define(cica ... c,) astheset{cica...cpn, c2c3...Cnc1, ..., cpc1...cn1} (i€

thesetof cyclic permutation®f lettersof thestringe;cs . .. ¢,).
(-} will denotethe operatorthattakesan elementfrom the set¥* to the set¥* such
that

<Cl,02,..- ,Cn) — T

wherer is pickedrandomlyin (cics - . . ¢y,).
Applying {-) to a string canbe thoughtof asapplyinga cyclic shufling of the cards
representedly the string.
We will usethefollowing coding:

[Ol&] = 1, O] =0

e will beafunctionwhich correspondso turninga “string” of cardsfacedown andd
will betheinverseof e. We supposg¢hatwe cannoldistinguishbetwee and %]
whenthey arefacedown andoncewe have applied(-) to them.

3 Bit Commitment Protocol
Say Alice wantsto committo a bit b, shesimply doesthefollowing

1. Shetakestwo distinctcard, shavsthemto Bob andthenplacesghemface
down (sheappliese). Call this stringa.

2. Shethencomputesy’ := (a).
3. Sheoutputsa’.

To revealthe secretwe simply computei(a') (i.e., we turn overthecards).



4 Secure AND protocol

[4] first proposeda protocolto securelycomputeb s A bg but the resultwasnotin a
committedformat. ClaudeCrépeauandJoeKilian proposeda LasVegasalgorithmin
[3] thatproduceda committedoutputbut it usesalargeralphabetadeckof 4 different
typesof cards),needsto make copiesof the cardsthatcommitthe input andtakesan
averageof 12 trials. Valtteri Niemi and Ari Rervall alsoproposeda solutionin [6],
their Las Viegasalgorithmusedonly 2 typesof cardsbut alsoneededo malke copies
of the input, took an averageof 2.5 trials andthe AND protocol neededa total of
10 cards. The algorithmproposechereuses2 typesof cardsandtakesan averageof
2 trials, no copiesof the committedinputs are neededandthe total numberof cards
neededs just 8. This givesanupperboundto the numberof values(4 valuescoded
by 8 cards)neededo be shufled duringthe AND protocol,proving theassumptionn
the openquestionof [3]. It alsogivesanupperboundto the numberof copiesneeded
of theinputs: NO copiesof theinputsneedto bemade.

Our protocolworksasfollows:

Denoteryx;, asthecardsthatcommit Alicesvalueb, andygy, the cardsthatcommit
Bobsvaluebg. Thesecardsareof theform , turnedoverthey areeithe O] or
[S[O] We needd extracards:2[V]'sand2[®]'s.

1. Placethecardsasfollows

=~ —— =

Zo Z1 Yo 1

2. Thenturnoverthepublic cards Jet’s call this “string” w.

2l2l2l2l 22 2] ?]

3. Now let Alice andthen Bob applyacyclic shufling: @ + {(w).

4. Turn overthetwo topmostcardsof @, call thisv.
If ve {, @E} thengoonto step(5.).
If v = , thenturn overthethird topmostcard,if it is a@, goonto thenext
step,otherwiseturn backoverthepublic cardsandgo backto thecyclic shufling
step(3.).
If v =[VI®] thenturn overthethird topmostcard,if it is al| goonto thenext
step,otherwiseturn backoverthe cardsandgo backto step(3.).

5. If the2 topmostcardsare , thenthe 6th and 7th topmostcardsare the
commitmentto theresult

NMYHEHEHE
~—

result

If the3 topmostcardsare , thenthe 7th and8th cardsarethe commit-
mentto theresult

EIMNNMEERER
-

result



If the2 topmostcardsare@@ , thenthe4th and5th cardscontainthe commit-
mentto theresult

[l 2] (2] 2][ 2] 2] ?]
~~

result

Finally, if the3 topmostcardsare , thenthe 5th and6th cardscontain
thecommitmentto theresult

[O][] 2] 2] 2] 2] 2]
—

result

To seewhy the protocolworks andis securelet’'s seewhathappendrom “under
theglasstable™: At steptwo, we getoneof thefollowing configurations

| ba | b | w uncovered |

0| o[ & [OQfs & O &9
A ad A e

0| 1 | o [O[Qd [0 || &
A ad A e

1| 0 [ [Q &[] & O [&]O
M~ N~

1] 1 [ 9 (SO O] (& &[]
M~ N~

Zo Z1 Yo Y1

@ is just one of the above card configurationspermutedby a cyclic shift, this is
justdonesothat Bob and Alice have no informationon the orderof the cardsandthe
actof turningthetopmostcardbecomesquialentto picking, uniformly atrandom,a
cardfrom the deck. Now, afterthe cyclic shufling, the probabilitythatthe 2 topmost
cardsare@[%is % in all 4 casesandthe probabilitythatthey areld[dlis alsoé in all
4 casessowe getabsolutelyno informationon theinputsof Alice and Bob. Onthe
otherhand,the probability of picking is % in all 4 casessamething for picking
, sonoinformationis leakedhereeithet
Finally, if we picked, the probability of picking a9l asthethird cardis % and

the probability of picking a[®] for a third cardis % in all 4 cases.The probability

of picking VIl or (R[] is alsoequiprobablén all four cases.Theseareall the
situationswe will encounterall probabilitiesare equiprobablen all four casesthus
demonstratinghatour protocolis secure.

The factthatthe protocolgivesthe commitmentto the right answercaneasilybe
seenby observingthevaluecodedby the cardsto be pickedby the protocol.

5 Other primitives

In orderto be ableto privately computeary probabilisticBooleanfunction we first
needto describea few moreprimitives.



5.1 OR, NOT gates

It is easyto computethe negationof a committedbit, you simply reversethe orderof
thetwo cards.With thisin hand,andthe AND protocoldescribedn section4, we can
easilyconstrucia protocolfor the OR gate(ba V bg = —ba A —bg).

5.2 Random committed bits

For a probabilisticBooleanfunction, we cangetrandombits by taking cardscommit-
ting bitsandapplying(-) to them.

5.3 Copiesof acommitted bit

Although copiesof the committedbits arenot needto computea simplebooleangate,
it is atool thatis neededor privately computingary Booleanfunction. We presenta
protocolthatenablesusto make n copiesof a committedbit, for ary n. The protocol
comedirectly from [3]

To copy acommittedbit b:

1. createthefollowing configuration

RENDYDN
v

2. Turn over the public cards,and apply a randomcyclic shift to the 6 rightmost
cards

PREEREER)

We getthefollowing configuration

2l21212)212) 22

b b b
whereb' is now anunknown bit

3. Now randomlyshift the4 topmostvalues
HERREERE

4. Openthe4 topmostvalues.
If thesequencgouseeis alternatinghenit meanghatb = b’ andthe4 rightmost
cardsform 2 copiesof b.

[Cla[O]a] 2[?] ?[?]
N
b b
Otherwisethe4 rightmostvaluesform 2 copiesof —b

[O]a[[C] 2] 2] 2]?]
-

—b —b

This protocolis easilygeneralizedo make ary number(n) of copies.



6 Computationswith cards

6.1 Multi-Party Computations

The notion of multiparty computation(M PC) wasfirst introducedin [7]. A first pro-
tocol permittinga generalmultiparty computationaswell ascompletenestheorems,
wasgivenin [5]. The MPC problemcanbe definedasfollows: a groupof n players
Py, ... P, wishto securely(andcorrectly)computeF(xy, ... ,z,), wherez; is P;’s
privateinputand F' is a public functionwhich they have agreedupon. Securelyhere
meansthata playerp; doesnot getto know any moreinformationthanwhathe can
deducefrom his own input andthe resultof the function. We assumeherethat the
participantsalwaysfollow the protocol,in an othercasea morespecificdefinition of
securitymustbe provided(see[5] and[2] for example).Also, if agroupof participants
decideto collidetogetherthey mustform aminority of thetotal numberof participants.

As mentionedn [3] and[6], we canusethetools presentedhereto enablemulti-
party computationof any Booleanfunction. We simply publicly describea Boolean
circuit(AND, OR andNOT gatesyefiningthefunctionand,usingprotocolsdescribed
above, securelycomputeeachgate, keepingthe answerdn committedformatandus-
ing themfor otherinputswhennecessaryTheinputsof the participantsareof course
introducedin a committedformat. Only the final answerof the functionis revealed.
ProbabilisticBooleanfunctionscanalsobe securelycomputedusingthe protocolde-
scribedto generateandomcommittedbits.

6.2 Perfect Zero Knowledge Proofs

A ZeroKnowledgeProof(ZK P) consistof anall powerful prover P andapolynomial
timedboundedverifier V. P wouldliketo cornvinceV thathe possesseananswelto

acertainproblemwithoutgiving him the solution. We canuseour protocolto construct
a ZKP for any NP-CoMPLETE decisionproblem. Simply reducethe problemto the

SAT problem(call the formula f). Now P, having the solution,commitsto the bits

thatsatisfy f andsecurelycomputesf with theseinputs. P revealsthefinal answerto

V. All of thisis donein polynomialtime,soV canverify.

6.3 Solitary Games

As discussedn [3], ary gamecanbe playedsolitarily by describingthe stratayies of
one's opponentsn a probabilisticbooleancircuit. POKER and BRIDGE are such
examples.To play in solitary onediscreetlyappliesthe stratgjiesof the opponentsy
usingthe secureprotocolsdescribedabove.

7 Remarksand Open Questions

1. We assumedhat cyclic permutationgcyclic shuflings) of a deckof cardsare
indistinguishable. A questionthat remainsopenis if there are more general
primitivesthat may allow usto do the samecomputationsas discussedn this



paper(for example,[6] suggestedo try moving from a cyclic symmetrygroup
to adihedralgroup).

2. A proofthatthe resultpresentedn this paper working in cyclic groups,is op-
timal concerninghe amountof cardsthat needto be usedwould be good. We
have startedsuchproofsundercertainconditions(no copying, 2 typesof cards,
usingthe commitmentschemedescribedn this paper),but a moregeneralized
proofwould bebetter
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