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Abstract

A deckof cardscanbeusedasacryptographictool ([3], [6]). Usingaprotocol
that securelycomputesthe BooleanAND function,onecanconstructa protocol
for securelycomputingany Booleanfunction. This, in turn, canbe usedfor se-
cure multiparty computations,solitary games,zero knowledgeproofsandother
cryptographicschemes.

We presenta protocol for
�

peopleto securelycomputethe AND function
usinga deckof 2 typesof cards.Theprotocolneedsa total of only 8 cards,thus
confirmingtheassumptionof anopenquestion[3] abouttheminimal numberof
valuesthatareneededfor thistypeof computation.To ourknowledge,theprotocol
is also the first oneof its kind that doesnot needto make copiesof the inputs.
We thusprove upperboundsfor this type of computation.Theprotocolis much
simpler, useslesscards,andis moreefficient thantheonesintroducedin [3] and
[6].

1 Introduction

Suppose�������	� commitsherselfto abit 
�� and ���
 commitshimselfto 
�� . We would
like �������	� and ���
 to beableto compute
�����
	� in suchawaythatneitheroneof them
learnsanythingmorethanwhatthey candeducefrom theirown inputandtheoutputof
thecomputation(for example,if ��������� is committedto � , shewill neverknow whatbit
���
 wascommittedto). Bert denBoer[4] first introduceda now classicprotocolthat
enablestwo participantsto privatelycomputetheAND functionof their inputs.To be
ableto computeany Booleanfunction (seesection6) it is necessarythat the answer
be in a committedformat. ClaudeCrépeauandJoeKilian cameup with a solutionto
this problemin [3], using4 typesof cards. Later on, Valtteri Niemi andAri Renvall
proposedasolutionin [6] thatusedonly 2 typesof cards.Althoughoursolutionis only
linearlymoreefficient thanthelatterone(which in turn, is only linearlymoreefficient
thantheonein [3]), it provesimportantupperboundsandmaybethemostsimpleand
efficientonethatexists.A protocolfor securelycomputingtheBooleanAND function
is animportantcryptographictool with many applications,it canbeusedfor multiparty
computations,solitarygames,zero-knowledgeproofsandmore(wediscusstheselater
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on,seealso[4], [3], [1], [6]). Althoughthenumberof cardsneededfor thecomputation
of a Booleanfunction increasesonly linearly with the numberof gatesof the circuit
definingit, complex computationsdemandanextremelylargeamountof cards.Only
small computationsof thesekind canbe doneefficiently with cards,thusevenslight
optimizationsof theAND protocolis useful.

2 The Model

We will beworking with thefollowing alphabet:

�����  ! " ! ? #
Eachvaluecanbethoughtof asa suit in a deckof cards, ? representinga cardwith
it’s facedown.
Let �%$ ! ��& !�'('�')! �	* beelementsof

�
. �($���& '�'(' �	* canbeconsideredasa deckof cards,

�($ beingthetopmostcard, �	& thesecond,etc...
We define +��($	�	& '�'(' �	*-, astheset

� �($.�	& '('�' �	* ! �	&���/ '�'(' �	*0�($ !�'�'('�! �	*-�($ '('�' ��*213$ # (i.e
thesetof cyclic permutationsof lettersof thestring �%$	�	& '�'�' �	* ).46587

will denotethe operatorthat takesan elementfrom the set
��9

to the set
��9

such
that 4 � $ ! � & !�'('�'3! � * 7�:<;>=

where
=

is pickedrandomlyin +?� $ � & '�'�' � * , .
Applying

46587
to a string canbe thoughtof asapplyinga cyclic shuffling of the cards

representedby thestring.
We will usethefollowing coding:

 " �A@B! "  � �
� will bea functionwhich correspondsto turninga “string” of cardsfacedown and C
will betheinverseof � . Wesupposethatwecannotdistinguishbetween

 "
and

"  
whenthey arefacedown ? ? andoncewe haveapplied

46587
to them.

3 Bit Commitment Protocol

Say �������	� wantsto committo a bit 
 , shesimply doesthefollowing

1. Shetakestwo distinctcards
 "

, showsthemto Bobandthenplacesthemface
down ? ? (sheapplies� ). Call this string D .

2. ShethencomputesDFE)G � 4 D 7 .
3. SheoutputsDHE .

To revealthesecret,wesimply computeC0+�D E , (i.e.,we turnover thecards).
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4 Secure AND protocol

[4] first proposeda protocolto securelycompute
��I�J
�� but the resultwasnot in a
committedformat. ClaudeCrépeauandJoeKilian proposeda LasVegasalgorithmin
[3] thatproducedacommittedoutputbut it usesa largeralphabet(adeckof K different
typesof cards),needsto make copiesof thecardsthatcommit the input andtakesan
averageof

@%L
trials. Valtteri Niemi andAri Renvall alsoproposeda solution in [6],

their Las Vegasalgorithmusedonly 2 typesof cardsbut alsoneededto make copies
of the input, took an averageof

L0'8M
trials and the AND protocol neededa total of@ � cards.The algorithmproposedhereuses

L
typesof cardsandtakesan averageofL

trials, no copiesof the committedinputsareneededandthe total numberof cards
neededis just N . This givesanupperboundto the numberof values(4 valuescoded
by 8 cards)neededto beshuffledduringtheAND protocol,proving theassumptionin
theopenquestionof [3]. It alsogivesanupperboundto thenumberof copiesneeded
of theinputs:NO copiesof theinputsneedto bemade.
Our protocolworksasfollows:
DenoteOQP%OR$ asthecardsthatcommit �������	� svalue 
�� and S�P(ST$ thecardsthatcommit
���
 s value 
	� . Thesecardsareof theform ? ? , turnedover they areeither

 "
or"  

. We needK extra cards:
L  

’s and
L "

’s.

1. Placethecardsasfollows

?UWV�X%YZ%[
?U%V	X%YZW\

 " ?U%V�XWY].[
?UWV�X%Y]�\

"  

2. Thenturnover thepubliccards,let’s call this “string” ^ .

? ? ? ? ? ? ? ?

3. Now let �������	� andthen ���
 applya cyclic shuffling: _^a` 4 ^ 7 .
4. Turn over thetwo topmostcardsof _^ , call this b .

If bdc �   ! " " # thengoon to step + M0' , .
If b � "  

, thenturn over thethird topmostcard,if it is a
 

, go on to thenext
step,otherwiseturnbackoverthepubliccardsandgobackto thecyclic shuffling
step +?e ' , .
If b �  "

, thenturn over thethird topmostcard,if it is a
"

, go on to thenext
step,otherwiseturn backover thecardsandgobackto step +�e ' , .

5. If the 2 topmostcardsare
  

, then the f th and g th topmostcardsare the
commitmentto theresult

  ? ? ? ? ?U V�X Yh.i6j�k%lnm
?

If the3 topmostcardsare
"   

, thenthe gWoqp and N�oqp cardsarethecommit-
mentto theresult "   ? ? ? ? ?U V�X Yh.i6j�k%lnm
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If the2 topmostcardsare
" "

, thenthe Kroqp and
M oqp cardscontainthecommit-

mentto theresult " " ? ? ?U V�X Yh.i6j�k%lnm
? ? ?

Finally, if the3 topmostcardsare
 " "

, thenthe
M oqp and f�oqp cardscontain

thecommitmentto theresult

 " " ? ? ?U V	X Yhsi6j6k(ltm
? ?

To seewhy theprotocolworksandis secure,let’s seewhathappensfrom “under
theglasstable”: At steptwo, we getoneof thefollowing configurations


�� 
�� ^ uncovered

� � "U%V	X%YZ [
 U%V	X%YZ \

 " "U%V�XWY] [
 U%V�XWY] \

"  

� @ "U%V	X%YZ [
 U%V	X%YZ \

 "  U%V�XWY] [
"U%V�XWY] \

"  
@ �  U%V	X%YZ [

"U%V	X%YZ \
 " "U%V�XWY] [

 U%V�XWY] \
"  

@ @  U%V	X%YZ [
"U%V	X%YZ \

 "  U%V�XWY] [
"U%V�XWY] \

"  

_^ is just oneof the above cardconfigurationspermutedby a cyclic shift, this is
just donesothat ���
 and ��������� have no informationon theorderof thecardsandthe
actof turningthetopmostcardbecomesequivalentto picking,uniformly at random,a
cardfrom thedeck. Now, after thecyclic shuffling, theprobability that the2 topmost
cardsare

  
is $u , in all K casesandtheprobabilitythatthey are

" "
is also $u in all

4 cases,sowe getabsolutelyno informationon the inputsof �������	� and ���
 . On the
otherhand,theprobabilityof picking

 "
is /u in all 4 cases,samething for picking"  

, sono informationis leakedhereeither.
Finally, if we picked

 "
, theprobability of picking a

 
asthe third cardis &/ , and

the probability of picking a
"

for a third card is $/ , in all 4 cases.The probability

of picking
 " "

or
"   

is alsoequiprobablein all four cases.Theseareall the
situationswe will encounter, all probabilitiesareequiprobablein all four cases,thus
demonstratingthatourprotocolis secure.

The fact that theprotocolgivesthecommitmentto the right answercaneasilybe
seenby observingthevaluecodedby thecardsto bepickedby theprotocol.

5 Other primitives

In order to be able to privately computeany probabilisticBooleanfunction we first
needto describea few moreprimitives.
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5.1 OR, NOT gates

It is easyto computethenegationof a committedbit, you simply reversetheorderof
thetwo cards.With this in hand,andtheAND protocoldescribedin section4, wecan
easilyconstructa protocolfor theOR gate( 
��wvw
	�yx{z|
��}�}z|
�� ).

5.2 Random committed bits

For a probabilisticBooleanfunction,we cangetrandombits by takingcardscommit-
ting bitsandapplying

4q5 7
to them.

5.3 Copies of a committed bit

Althoughcopiesof thecommittedbits arenot needto computea simplebooleangate,
it is a tool that is neededfor privatelycomputingany Booleanfunction. We presenta
protocolthatenablesusto make ~ copiesof a committedbit, for any ~ . Theprotocol
comesdirectly from [3]
To copy a committedbit 
 :

1. createthefollowing configuration

? ?U V�X Y�
 �  �  �

2. Turn over the public cards,andapply a randomcyclic shift to the f rightmost
cards

? ?
4

? ? ? ? ? ?
7

We getthefollowing configuration

? ? ? ?U V�X Y��� ? ?U V�X Y��� ? ?U V�X Y���
where 
�E is now anunknown bit

3. Now randomlyshift the K topmostvalues4
? ? ? ?

7
? ? ? ?

4. Openthe K topmostvalues.
If thesequenceyouseeisalternatingthenit meansthat 
 � 
�E andthe K rightmost
cardsform 2 copiesof 
 .

 �  � ? ?U V	X Y� ? ?U V	X Y�
Otherwise,the K rightmostvaluesform

L
copiesof z|


 � �  ? ?U V	X Y� �
? ?U V	X Y� �

This protocolis easilygeneralizedto makeany number( ~ ) of copies.
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6 Computations with cards

6.1 Multi-Party Computations

Thenotionof multipartycomputation(MPC) wasfirst introducedin [7]. A first pro-
tocol permittinga generalmultipartycomputation,aswell ascompletenesstheorems,
wasgiven in [5]. The MPC problemcanbedefinedasfollows: a groupof ~ players� $ !�'('�'s� * wish to securely(andcorrectly)compute��+�OR$ !�'('�'3! O<*Q, , where O<� is

� � ’s
privateinput and � is a public functionwhich they have agreedupon. Securelyhere
meansthat a player ��� doesnot get to know any moreinformationthanwhat he can
deducefrom his own input and the resultof the function. We assumeherethat the
participantsalwaysfollow the protocol,in anothercasea morespecificdefinition of
securitymustbeprovided(see[5] and[2] for example).Also, if agroupof participants
decideto collidetogether, they mustform aminorityof thetotalnumberof participants.

As mentionedin [3] and[6], we canusethe toolspresentedhereto enablemulti-
partycomputationsof any Booleanfunction. We simply publicly describea Boolean
circuit (AND, OR andNOT gates)definingthefunctionand,usingprotocolsdescribed
above,securelycomputeeachgate,keepingtheanswersin committedformatandus-
ing themfor otherinputswhennecessary. Theinputsof theparticipantsareof course
introducedin a committedformat. Only the final answerof the function is revealed.
ProbabilisticBooleanfunctionscanalsobesecurelycomputedusingtheprotocolde-
scribedto generaterandomcommittedbits.

6.2 Perfect Zero Knowledge Proofs

A ZeroKnowledgeProof(ZKP) consistsof anall powerful prover
�

andapolynomial
timedboundedverifier � .

�
would like to convince � thathepossessesananswerto

acertainproblemwithoutgiving him thesolution.Wecanuseourprotocolto construct
a ZKP for any NP-COMPLETE decisionproblem. Simply reducethe problemto the
SAT problem(call the formula � ). Now

�
, having the solution,commitsto the bits

thatsatisfy � andsecurelycomputes� with theseinputs.
�

revealsthefinal answerto
� . All of this is donein polynomialtime,so � canverify.

6.3 Solitary Games

As discussedin [3], any gamecanbeplayedsolitarily by describingthestrategiesof
one’s opponentsin a probabilisticbooleancircuit. POKER and BRIDGE are such
examples.To play in solitaryonediscreetlyappliesthestrategiesof theopponentsby
usingthesecureprotocolsdescribedabove.

7 Remarks and Open Questions

1. We assumedthat cyclic permutations(cyclic shufflings) of a deckof cardsare
indistinguishable. A questionthat remainsopen is if thereare more general
primitivesthat may allow us to do the samecomputationsasdiscussedin this
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paper(for example,[6] suggestedto try moving from a cyclic symmetrygroup
to adihedralgroup).

2. A proof that the resultpresentedin this paper, working in cyclic groups,is op-
timal concerningthe amountof cardsthatneedto beusedwould be good. We
have startedsuchproofsundercertainconditions(no copying, 2 typesof cards,
usingthe commitmentschemedescribedin this paper),but a moregeneralized
proof wouldbebetter.
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